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2 Clarivate
Analytics

NAS RK is pleased to announce that News of NAS RK. Series of geology and technical sciences
scientific journal has been accepted for indexing in the Emerging Sources Citation Index, a new
edition of Web of Science. Content in this index is under consideration by Clarivate Analytics
to be accepted in the Science Citation Index Expanded, the Social Sciences Citation Index, and
the Arts & Humanities Citation Index. The quality and depth of content Web of Science offers to
researchers, authors, publishers, and institutions sets it apart from other research databases. The
inclusion of News of NAS RK. Series of geology and technical sciences in the Emerging Sources
Citation Index demonstrates our dedication to providing the most relevant and influential content
of geology and engineering sciences to our community.

Kazaxcman Pecnyonuxacol ¥nmmoix eoiivim akademusicol « KP ¥£A Xabapnapwi. 'eonoeusi scane
MEXHUKATLIK bLIBIMOAD CepUsiCbly bliblMU JcypHaabinbiy Web of Science-miy oicananranzan
nyckacol Emerging Sources Citation Index-me undexcmenyee kabviioaneanvlH xabapiaiiovl.
byn unoexcmeny 6apwicoinoa Clarivate Analytics komnanusicol JcypHandvl 00au api the Science
Citation Index Expanded, the Social Sciences Citation Index oicone the Arts & Humanities
Citation Index-xe xabwvL10ay macenecin xapacmoipyoa. Webof Science szepmmeyuiinep,
asmopnap, bacnawbliap MeH meKkemenepee KOHmMeHm mepenoici MeH canacvih Ycovlnaowvl. KP
¥F'A Xabapnapwi. I'eonocus scane mexnuxanvlk eviiimoap cepusicol Emerging Sources Citation
Index-xe enyi 6i30iy KoeamoacmvlK yulik ey 63eKkmi Jicane 6e0eN0l 2e0N102Usl HCIHE MEXHUKATBIK
2LILIMOAp OOUbIHULA KOHMEHMKE A0ai0bleblMbl30bl OLI0IPEOi.

HAH PK coobwaem, umo nayunoiii sicypran « zeecmuss HAH PK. Cepusi eeonocuu u mexnuueckux
HayK» 6vL1 npunam 0ns undexcuposanus 6 Emerging Sources Citation Index, 06noenennoii éepcuu
Web of Science. Cooepoicanue 6 3mom uHOEeKCUpOBaHUuU HAXOOUMCS 8 CMAOUl paccMOmMpeHUs
rxomnanueu Clarivate Analytics ons danvheiiueeo npunsmus scypHana 6 the Science Citation
Index Expanded, the Social Sciences Citation Index u the Arts & Humanities Citation Index.
Web of Science npeonacaem xauecmeo u enyouHy Kommenma 0/ ucciedogamenell, dgmopoes,
uzoamenei u yupexcoenuil. Brxnouenue Uzeecmus HAH PK. Cepus eeonocuu u mexnuueckux
nayx 6 Emerging Sources Citation Index demoncmpupyem nauty npugepiceHHocms K Haubonee
AKMYANIbHOMY U GIUAMENbHOMY KOHMEHMY NO 2€0102Ul U MEXHUYECKUM HAYKAM Olsl HAule2o
coobwecmaa.



Bac penakrop

ZKYPBIHOB Mypar 7KypbIHYJIbI, XUMHA FRUIBIMIAPBIHBIH TOKTOPHL, Ipodeccop, KP ¥FA akagemuri,
«Kazakcran Pecryonukacel ¥ ITThIK FhUTIM akajemusicby PKb-win npesuaenti, AK «JI.B. Cokonbckuit
aTBIH/AFI OTBIH, KaTaln3 jKOHE HIEKTPOXUMHS MHCTHTYTHIHBIH» Oac mupextopsl (AmMarel, Ka3akcTan)
H=4

FruibivMu xaTuibl

ABCAJIBIKOB BaxbiT Hapukdaiiyabl, TeXHHKa FBUIBIMIApBIHBIH JOKTOPHI, podeccop, KP ¥FA

JKayanThl XaTIbIchl, A.b. BekTypoB aTbIHIaFBI XUMUS FBUTBIMIAPEI HHCTUTYTHI (AnMarsl, Kazakcran) H=5
PepnakuusaablK ajdka:

OBCAMETOB Mauic Kyasicyabl (6ac penakTopAblH OpbIHOAcaphl), T'€OJOTHSI-MHHEPATOTUS
FBUIBIMJIAPBIHBIH  TOKTOpBI, Tpodeccop, KP ¥YFA akamemwuri, «Y.M. AxwmencaduHa aTbIHIArbl
THIIPOTEOIOTHS KOHE TCOIKOIOTH MHCTUTYTHIHBIHY» TUPEKTOpHI (AnMarel, Kazakcran) H = 2

JKOJITAEB Tepoii JKoaraiiynel (6ac pemakTopiblH OpbIHOAcapbl), TIeOJOTrUs-MHHEPAIOTHs
FBUTBIMJIAPBIHBIH TOKTOPEI, mpodeccop, K.M. CarmnaeB ThIHIAFBI T€OJNIOTHS FHUIBIMAAPH HHCTUTYTHIHBIH
nmupektopsl (Anmarel, Kazakcran) H=2

CHOY /[Iaunen, Ph.D, kaysiMaacteipbutran npogeccop, Hebpacka yansepcuretinia Cy FBUIBIMAAPHI
3eprxaHachlHbIH qupekTops! (HeOpacka mrarsr, AKII) H = 32

3EJIBTMAH Peiimap, Ph.D, TaOuru Tapux MmypaxalblHbIH JKep Typajisl FeUIBIMIAp OeriMiHze
TIETPOJIOTHS XKSHE Taiiiasibl Ka30aiap KeH OpBIH/APBI CaachIHAAFEl 3epTTeyinepain kerekmrici (JIonmon,
Anrnus) H =37

MMAH®UWJIOB Muxauna BopucoBud, TeXHHKa FHUIBIMIAPBIHBIH JOKTOPBI, HaHcH yHHBEpCHTETIHIH
npodeccops! (Hancu, @panmms) H=15

HIEH IMun, Ph.D, KpITaii reoorusuibIK KOFaMbIHBIH Tay T€0JIOTHSICHl KOMUTET] TUPEKTOPBIHBIH OPbIH-
Oacapbl, AMEpUKaH/IBIK YKOHOMHUKAJIBIK T€OIOTTap KaybIMAacTeIFbIHBIH Mymeci (Ilexun, Kpirait) H = 25

OUIIEP Axcean, Ph.D, [Ipe3neH TeXHUKAIBIK YHHBEPCUTETIHIH KaybIMIACTBIPBUIFAaH POpeCcCcophl
(dpesnen, bepmun) H=6

KOHTOPOBHUY Aujexceii IOMHIbeBUY, T'COJOIHS-MUHEPATIOIUs FbUIBIMIAPBIHBIH JIOKTOPBL,
mpodeccop, PFA akagemuri, A.A. Tpodumyka aTbIHOaFrsl MyHai-ra3 TeolOTHACH XoHE Teodusnka
nucrutyThl (HoBocubupcek, Peceit) H = 19

ATABEKOB Baagumup EHoxoBUY, XMMUS FRUIBIMIAPBIHBIH JOKTOPEI, benapycs ¥FA akagemuri,
JKana MaTepunaniap XMMHUSICBI HHCTUTYTBIHBIH KYpMeTTi JupekTopsl (Munck, Bernapycs) H = 13

KATAJIUH Credan, Ph.D, JIpe3nes TexHUKaIbIK YHIBEPCUTETIHIH KaybIMAACTBIPBUIFAH PO eCCOphI
([pesnen, bepimmu) H =20

CEMTMYPATOBA Dieonopa FOcymoBHA, reoioris-MHHEPANOT s FHUTBIMAAPBIHBIE JIOKTOPBI,
npodeccop, KP ¥FA koppecnonnent-myteci, K.M. Carnaes atbiaaarbl [ €00rus FoUTBIMIAPEI HHCTUTYTHI
3epTXaHachIHbIH MeHrepyici (Anmarsl, Kasakcran) H=11

CAFBIHTAEB Kanaii, Ph.D, xaysimaacteipsurran npogeccop, Hazapbaes ynusepcureri (Hyp-
Cyurran, Kazakcran) H = 11

®OPATTUHMU Maomo, Ph.D, bukokk MunaH yHUBEpCHTETI KaybIMIACTHIpbUIFaH podeccops! (MuaH,
Wranus) H =28

«KP YFA» PKb Xaoapaapsbl. ['eosiorust xoHe TeXHHKAIBIK FHLIBIMAAP CEPUSICHD).
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29.07.2020 x. 6epinrer Ne KZ39VPY 00025420 mep3imMaik 0aCbUIBIM TipKeyiHEe KOWBLTY Typalibl KydJIiK.
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I'naBHBIii penaxkTop

KYPUHOB Mypar ’KypuHOBHY, TOKTOp XMMHUYECKHX HayK, mpodeccop, axagemuk HAH PK,
npesuenT POO «HaunonansHol akagemun Hayk Pecriyonukn Kasaxcran», renepanbubiii aupexrop AO
«MHCTUTYT TOTUMBA, KaTaiu3a U anekTpoxumun uM. J1.B. Coxonbckoro» (Anmarsl, Kazaxcran) H = 4

YueHHBIIi cexpeTrapb

ABCAJIBIKOB BaxbiT HapukéaeBu4, TOKTOp TEXHHYECKHX HAyK, Mpogeccop, OTBETCTBEHHBIN

cexperaps HAH PK, UuctuTyT XuMnueckux Hayk uM. A.B. Bexryposa (Anmarel, Kazaxcran) H=15
PenakxnuunonHas KoJJerus:

ABCAMETOB Manuc KyapicoBud, (3aMeCTUTENb TNIABHOTO PEAAKTOPA), JOKTOP FEOIOrOMUHEPAIIO-
THYECKHUX HayK, mpodeccop, akaaemuk HAH PK, mupextop MHCTUTYTAa THAPOTEOIOTUU U TEOIKOTOTUH MIM.
V.M. Axmencaduna (Anmarsl, Kazaxcran) H =2

JKOJITAEB TI'epoii KoaraeBuu, (3aMeCTUTENb TNABHOTO pENAKTOpa), JOKTOP T'EOJOTOMHHEPAO-
IMYeCKuX Hayk, npodeccop, mupekrop MHcruryra reonmorndeckux Hayk nm. K.M. CarmaeBa (Anmarsl,
Kazaxcran) H=2

CHOY JIpuued, Ph.D, acconmupoBanublii npodeccop, nupextop Jlaboparopun BOIHBIX HAYK YHUBEP-
cutera Hebpacku (mrar Hebpacka, CILIA) H = 32

3EJIbTMAH Peiimap, Ph.D, pykoBoauTens ucciaej0BaHUN B 007aCTH METPOJIOTHU U MECTOPOKICHHUN
MOJIe3HBIX HCKomaeMbIx B OTaene Hayk o 3emie Myses ecrectBenHor uctopuu (Jlonnon, Aurmus) H = 37

MNAH®HUJIOB Muxaua BopucoBud, J0KTOp TEXHUYECKUX HayK, mpodeccop YHuBepcutera Hancu
(Haucu, ®panmus) H=15

HIEH ITun, Ph.D, 3amecturens nupexropa Komutera o ropHoii reosiornn Kuraifckoro reooruueckoro
oOmiecTBa, WieH AMEpPUKaHCKON acconuanuu skoHomuueckux reonoros (Ilexkun, Kurait) H = 25

OUIIEP Axcenn, accoumupoBanHblii npodeccop, Ph.D, texumueckuil yHuBepcurer Jlpesnen
(dpesnen, bepmun) H=6

KOHTOPOBHUY Auekceii DMWIbeBHY, JIOKTOP I'€OJIOr0O-MHHEPAIOTHYECKUX Hayk, mpodeccop,
akanemuk PAH, MuctuTyT HedrerasoBoit reomoruun u reodusukn um. A.A. Tpopumyka CO PAH
(HoBocubupck, Poccus) H=19

ATABEKOB Baaaumup EHokoBHY, TOKTOp XMMHYECKUX HayK, akaneMuk HAH benapycu, moueTHsii
nupekTop MHcTuTyTa XMMHuN HOBBEIX Matepranios (Munck, benapycs) H = 13

KATAJIUH Credan, Ph.D, accounuposanusiii nmpodeccop, Texuuueckuii yausepcuret (pesneH,
Bepmun) H =20

CEMTMYPATOBA eonopa KOcynoBHa, J0KTOp re0I0ro-MHHEPATOrHUeCKHX HayK, podeccop,
uneH-koppecrionienT HAH PK, 3aBenyromas naboparopun MuctuTyTa reonmorndeckux Hayk nm. K.M.
Carnaea (Anmarsl, Kazaxcran) H=11

CATUHTAEB Kanaii, Ph.D, accorunpoannslit npodeccop, Hazapbaes ynusepcurer (Hypcynran,
Kazaxcran) H =11

®PATTUHU Ilaoao, Ph.D, accommupoBanHbIi npodeccop, MuimaHckuil yHUBEpPCUTET BHKOKK
(Munan, Utanus) H =28

«H3Bectuss POO «<HAH PK». Cepusi reo10ruy 1 TEXHH4eCKHX HAYK».
ISSN 2518-170X (Online),
ISSN 2224-5278 (Print)
CobcrBennuk: Pecnybnmikanckoe obmmecTBeHHOe 00beinHenne « HarmonanbpHas akaeMust Hayk
Pecny6onmkn Kazaxcram» (r. AMarsr).
CBUIIETENILCTBO O MOCTAHOBKE HA YYET NMEPHOJMYECKOro medaTHoro minanus B Komurere mHpOpManuu
MunncTepcTBa HHGOpMAIHK 1 001ecTBeHHOr0 pa3Butns Pecrryoimku Kazaxcran Ne KZ39VPY 00025420,
BbliaHHOe 29.07.2020 1.
Temaruyeckass HaIpaBICHHOCTb: 2e0n02Us, XUMUYECKUe MeXHON02UU NnepepadomKu Hemu u easa,
Heghmexumus, MmexHoNI02UU U361eUeHUs MEMANN08 U UX COeOeHEHU].
IlepuoauyHocTs: 6 pa3 B rof.
Tupax: 300 sx3eMILIAPOB.
Anpec penakiuu: 050010, . Anmarsr, yii. [lleuenko, 28, od. 219, ren.: 272-13-19
http://www.geolog-technical.kz/index.php/en/

© POO «HanmonanwsHas akanemus Hayk PecryOnuku Kazaxcrany, 2024

4




Editorial chief

ZHURINOYV Murat Zhurinovich, doctor of chemistry, professor, academician of NAS RK, president
of the National Academy of Sciences of the Republic of Kazakhstan, general director of JSC “Institute of
fuel, catalysis and electrochemistry named after D.V. Sokolsky» (Almaty, Kazakhstan) H = 4

Scientific secretary

ABSADYKOYV Bakhyt Narikbaevich, doctor of technical sciences, professor, executive secretary of

NAS RK, Bekturov Institute of chemical sciences (Almaty, Kazakhstan) H =5
Editorial board:

ABSAMETOV Malis Kudysovich, (deputy editor-in-chief), doctor of geological and mineralogical
sciences, professor, academician of NAS RK, director of the Akhmedsafin Institute of hydrogeology and
hydrophysics (Almaty, Kazakhstan) H=2

ZHOLTAEV Geroy Zholtaevich, (deputy editor-in-chief), doctor of geological and mineralogical
sciences, professor, director of the institute of geological sciences named after K.I. Satpayev (Almaty,
Kazakhstan) H=2

SNOW Daniel, Ph.D, associate professor, director of the labotatory of water sciences, Nebraska
University (Nebraska, USA) H = 32

ZELTMAN Reymar, Ph.D, head of research department in petrology and mineral deposits in the Earth
sciences section of the museum of natural history (London, England) H = 37

PANFILOV Mikhail Borisovich, doctor of technical sciences, professor at the Nancy University
(Nancy, France) H=15

SHEN Ping, Ph.D, deputy director of the Committee for Mining geology of the China geological
Society, Fellow of the American association of economic geologists (Beijing, China) H = 25

FISCHER Axel, Ph.D, associate professor, Dresden University of technology (Dresden, Germany) H=6

KONTOROVICH Aleksey Emilievich, doctor of geological and mineralogical sciences, professor,
academician of RAS, Trofimuk Institute of petroleum geology and geophysics SB RAS (Novosibirsk,
Russia) H=19

AGABEKOYV Vladimir Enokovich, doctor of chemistry, academician of NAS of Belarus, honorary
director of the Institute of chemistry of new materials (Minsk, Belarus) H =13

KATALIN Stephan, Ph.D, associate professor, Technical university (Dresden, Berlin) H =20

SEITMURATOVA Eleonora Yusupovna, doctor of geological and mineralogical sciences, professor,
corresponding member of NAS RK, head of the laboratory of the Institute of geological sciences named
after K.I. Satpayev (Almaty, Kazakhstan) H=11

SAGINTAYEYV Zhanay, Ph.D, associate professor, Nazarbayev University (Nursultan, Kazakhstan) H = 11

FRATTINI Paolo, Ph.D, associate professor, university of Milano-Bicocca (Milan, Italy) H =28
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© E.M. Elekeev*, B.P. Stepanov, 2024
Tomsk Polytechnic University, Tomsk, Russia.
E-mail: erbol.elekeev@mail.ru

TO THE ISSUE OF EFFICIENCY OF APPLICATION OF THE SAFETY CON-
TROL PROGRAM AT NUCLEAR FACILITIES

Erbol Elekeev — Postgraduate student, Department of Nuclear Fuel Cycle, Institute of Technical Sciences,
Tomsk Polytechnic University

E-mail: erbol.elekeev@mail.ru

Boris Stepanov — Candidate of Technical Sciences, Associate Professor of the Department of Nuclear Fuel
Cycle, Institute of Nuclear Science and Technology, Tomsk Polytechnic University

E-mail: sbp@tpu.ru

Abstract. Nuclear power plays a crucial role in the energy supply structure of mod-
ern society, offering significant potential to meet increasing energy demands. However, its
application comes with stringent safety requirements due to the associated risks of radiation.
This paper presents a thorough analysis of safety control programs at nuclear power facili-
ties, considering technological, environmental, and social factors. The study aims to evaluate
the effectiveness of current programs and propose recommendations for their optimization.
The research involved a detailed examination of existing safety control programs, including
both government and corporate initiatives. Based on the findings, a prototype Python-based
monitoring program was developed to automate the collection and analysis of data from
various sensors, and to promptly notify responsible personnel when deviations from regula-
tory standards are detected. A comparative analysis of different safety monitoring programs
was conducted to highlight their respective advantages and limitations. The study revealed
that existing programs frequently face challenges related to inadequate process automation
and difficulties in integrating data from various sources. The developed prototype program
showcased potential improvements in monitoring and notification mechanisms, as well as
enhanced integration with real data. Incorporating modern technologies, such as artificial in-
telligence and the Internet of Things, can substantially enhance the effectiveness of security
control systems by enabling more accurate and rapid monitoring of the state of objects. The
main conclusions of the work emphasize the need to refine existing programs, expand the
notification system and improve error handling. Practical application of the research results
is aimed at improving the safety level of nuclear facilities and developing new monitoring
and response systems.

Key words: nuclear power, safety, control programs, monitoring, technological in-
novations, internet of things
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© E.M. Eaekee*, B.Il. Crenanos, 2024
ToMck monmmuTeXHUKaIBIK yHIBepcuTeTi ToMck, Pecei.
E-mail: erbol.elekeev@mail.ru

ATOM DHEPTHUACHIH MAHJAJIAHY OBBEKTUIEPTH/IE KA YIIICI3IIKTI
BAKBIJIAY BATJTAPJIAMACBIH KOJJAHY AbIH TUIMAIJIITT
MOCEJIECIHE

Ep6oa EnexkeeB — sapoJbIK OTHIH HUKII OOIIIMINECIHIH aCTUPAHTHL, SIAPONBIK TEXHOIOTHSIAD WHKEHEPITIK
MekTeO1, TOMCK MMOMTMTeXHUKAIBIK YHHBEPCUTET]

E-mail: erbol.elekeev@mail.ru

Bopuc CrenanoB — TeXHUKa FBUIBIMAAPBIHBIH KAaHIUAATHI, SAPOJIBIK OTHIH MK OOTIMIIECiHIH JOIEHTI,
SIAPONBIK TEXHOJOTUSIIAP WHKEHEPITiK MeKTe01, TOMCK MOTMTEXHUKAIBIK YHUBEPCUTET1

E-mail: sbp@tpu.ru

AHHOTaIUs. ATOM SHEPreTHKACHl Ka3ipri KOFAMHBIH HEPTHSIMEH >KaOJbIKTay
KYPBUIBIMBIHBIH MaHBI3IBl KypaMmjac Oeiriri OOJbIT TaObUIAIbI, ©CIm Keie JKaTKaH
SHEPrusl KKETTUTIKTEPIH KaHaFaTTaHIBIPY YIIiH aWTapiblKTall MyMKiHZIIKTEp Oepei.
Anaiina, oHBI TaijjaNaHy KayilCIi3JIKTiH JKOFapbl TajanTapblHa OaiIaHBICTBI, Oy
pamuanusIIbIK  KayinTepaiH oJieyeTiHe OainaHbICThl. Byl JKYMbICTA TEXHOJOTHSIIBIK,
IKOJIOTHSIIBIK KOHE OJICYMETTIK acCHeKTIIep/li eCKepe OTBIPBIN, aTOM JSHEPTUSCHIH
naijanany OOBEKTIJIepiHeTi Kayilci3mikTi Oakputay OarJapiaMalapblHa >KaH-)KaKThl
Tajjay oOKyprizizemi. 3epTTeyAiH MakcaTbl - KOJJIaHBICTarbl —OarjapiaMalap/IbiH
TUIMALTIriH OaFanay »oHe oap/Ibl OHTalIaHbIpy OOMBIHIIA YChIHBICTAp d3ipey. 3epTTey
OapBICHIH]Ia MEMJICKETTIK KOHE KOPIOPATHBTIK OacTaMarapbl Koca ajaFaH/a, Kayirci3IiKTi
OakplIayZblH ~aFbIMJIaFBl  OaFfapiaMalapblHa —erKeH-TerKei Tamjgay Kypri3iyii.
AnpiEFaH MomiMmerTep HerisiHze Python Timinmeri MoHWTOpHHT OarmapiaMachIHBIH
MIPOTOTHIII kKacalabl, ofl dpTypii CeHcoprapAaH IEepeKTepai aBTOMATThI TYpAE JKUHAyFa
KOHE TajJiayra, COHJal-ak HOPMATHBTIK KOPCETKIMITEP/JCH AaybITKyJap AaHbIKTAIFaH
JKaFJaiia jkayanTsl ajaMjapra xeien xabapnayra apHanras. Kayincizmikti 6akpuiay by
opTYpii GarnapiamManapblH CadbICTBIPMANIbI TANAy OJAPJAbIH ApPTHIKIIBUIBIKTAPEl MEH
KEMIITIKTEPiH aHbIKTaIbl. 3epTTEy HOTHXKENEpl KOJAaHbICTaFbl Oargapiamanap kebiHece
MPOIECTePAl  aBTOMATTAHABIPYABIH OJKETKUTIKCI3MITIHEH JKOHE OpTYpJii KeslepJeH
nepekTepi OipiKTipy/iH KUBIHABIKTApPbIHAH 3ap/all IMereTiHiH KopceTTi. barmapmaManbiy
MPOTOTHITI MOHUTOPHHT TIeH XabapiaHAbIpy MEXaHU3M/ICPIH JKaKCapTy, COH/aW-aK HaKThI
JIepeKTepPMEH HHTETpaIysiiay MYMKIiHIKTEpiH KopceTTi. JKacaH [l HHTEIJIEKT )KoHe 3aTTap
WHTEPHETI CHSIKTHI 3aMaHayH TEXHOJIOTHSIAPIBI €HT13y O0BEKTINepAiH Kal-KYHiH JaITipex
JKOHE JKeleN O0aKpUIaybl KaMTaMachl3 €Te OTBIPHII, KAYINCI3IiKTI OaKplIay KyHenepiHig
TUIMJIUTITIH ef0yip apTThipa anajsl. JKYMBICTBIH HET13r1 KOPBITHIHABUIAPHI KOJIAHBICTAFbI
OarmapiaManap/bl HaKThUIAY, Xa0aplaHabIPy JKYyHeCiH KeHEHUTY JKoHe KaTenep/i oHaey/ i
KaKCapTy KaXETTUTTH KepceTeai. 3epTTey HOTIDKENIEepiH MPAaKTHKAIBIK KOJIJIAHy aToM
00BEKTINIepiHIH KayilCi3/iK JeHTeliH apTThIpyFa KoHe MOHHTOPHUHT IIEeH kayan OepyiH
JKaHa XKyHernepiH xacayra OarbITTallFaH. .

Tyiin ce3mep: aToM SHEPreTHKAChl, Kayilci3lik, Oakpuiay Oaraapiamanapsl,
MOHHUTOPHHT, TEXHOJIOTHSUTBIK MHHOBAIHsIIAP, 3aTTap MHTepHETI
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AHHOTAIUs. ATOMHAs SHEPTeTHKA SBIISICTCS BAYKHBIM KOMIIOHEHTOM B CTPYKTYpe
IHEPrOCHA0KECHUSI COBPEMEHHOTO O0LIECTBA, MPEAOCTABIISS 3HAUYMTEIILHBIE BOZMOKHOCTH
JUISL YIOBICTBOPEHUS pacTyIIuX NoTpeOHOcTeil B sHepruu. OqHako € HCIOoIb30BaHUC
CBSI3aHO C BBICOKMMH TPEOOBAaHUSIMH K 0OE30MaCHOCTH, YTO OOYCIIOBJICHO MOTEHIIMAIOM
CEePbE3HBIX PaIUAllMOHHBIX PUCKOB. B 1aHHOI paboTe MPOBOAMUTCS BCECTOPOHHUIT aHAIIN3
nporpaMM KOHTpPOJISi OE30MacHOCTH Ha OOBEKTaX HCIOJIb30BAHUS AaTOMHOW SHEPrHH C
Y4ETOM TEXHOJIOTMYECKUX, SKOJIOTMYESCKUX U COIMAIIBHBIX acreKToB. Llenp uccnenoBanms
3aKII0YaeTCs B OLCHKE A(P(PEKTHBHOCTH CYNIECTBYIOIIMX IPOrPpaMM M pa3paboOTKe
pEKOMEHIAIMi 10 MX ONTHMHU3AalWK. B Xonme mccienoBaHus ObUT MPOBEICH JCTANbHBIH
aHaIN3 TEKYLIMX NPOrpaMM KOHTPOJS O€30MacHOCTH, BKIIOYAsh TOCYJapCTBCHHBIC WU
KOPIOpaTHBHBIC MHUIMATHBBL. Ha OCHOBE MOJMYYEHHBIX TaHHBIX ObUI CO31aH MPOTOTHII
nporpaMMbl MOHUTOpPHHIA Ha si3bike Python, mpenHa3HaueHHBIH AJIsI aBTOMAaTHYECKOTO
cOopa M aHalnM3a JaHHBIX C PA3IMYHBIX CEHCOPOB, a TAKXKE JUIS ONEPAaTUBHOIO YBEIOM-
JICHUsI OTBETCTBEHHBIX JIMIl B CJIy4yae BBISABICHHS OTKJIOHEHHH OT HOPMATHBHBIX MOKa3a-
teneil. CpaBHUTEIbHBIH aHAIUM3 Pa3IMYHBIX MPOrPAMM KOHTPOJsSI 0E30IMacHOCTH ITT03BO-
JHJI BBISIBUTH MX MPEHMYIIECTBA W HEJOCTATKU. Pe3ynbTaThl MCCIIENOBaHHS IOKA3allu,
YTO CYIICCTBYIOLIME MPOTPaMMbI YacTO CTPAJAIOT OT HEJAOCTATOYHOIH aBTOMATH3aLUH
MPOLIECCOB U CJIOKHOCTEH MHTErpaliyi JaHHBIX U3 Pa3InuHbIX UCTOYHUKOB. CO3aHHBIH
MPOTOTHIT MPOrPAaMMBbI TIPOJEMOHCTPUPOBAT BO3MOXKHOCTH ISl YIIYUIICHUSI MEXaHU3MOB
MOHHTOPHHTA ¥ YBEIOMJICHHs, a TaKKe JUIS WHTETPAllMM C pPEabHBIMU JIAaHHBIMH.
BHenpeHne cOBpeMEHHBIX TEXHOJIOTHIA, TAKMX KaK UCKYCCTBEHHBIN HHTEIUICKT U VIHTEepHeT
BEILCH, MOXKET CYIIECTBEHHO IOBBICUTh (P(PEKTUBHOCTh CHCTEM KOHTPOJIS OE€30IMacHOCTH,
obecrnieynBas 00Jiee TOYHBIN ¥ OTIEPATHBHBI MOHUTOPUHT COCTOSIHUS 00beKTOB. OCHOBHBIC
BBIBOJIbI pa0OTHI MOTYEPKUBAIOT HEOOXOIMMOCTh JJOPAOOTKU CYIIECTBYIOIIUX IPOrPaMM,
pacHIMpeHnsi CUCTEMbl YBEIOMIICHHI W yIy4lIeHHs 00paboTku omubok. [Ipakrtiuueckoe
NPUMEHECHHUE Pe3y IbTaTOB UCCIICA0BAHU HAIIPABIICHO HA TIOBBIIICHHE YPOBHSI 0€30MAaCHOCTH
aTOMHBIX 00BEKTOB U pa3pab0TKy HOBBIX CHCTEM MOHHTOPHHTA M pearipOBaHMUSI.

KioueBble ci1oBa: aTOMHasi SHEpreTHKa, 0€30MacHOCTh, POrPaMMBbl KOHTPOJIS,
MOHHMTOPHHT, TEXHOJIOTHUSCKHE MHHOBALIUH, VIHTepHET Beleit

Introduction

Modern society, in an effort to meet its energy needs, is inevitably faced with a
growing dependence on nuclear power. This energy source has significant potential due to
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its efficiency and environmental advantages over traditional energy sources. However, the
use of nuclear energy is associated with high safety requirements, making the development
and effective application of safety control programs at nuclear energy facilities an urgent
task for the scientific and engineering community (Wang et al., 2020: 2728-2736; Yuan et
al., 2018: 1075-1083; Kim et al., 2020: 3262). Nuclear facilities, such as nuclear reactors,
are intricate technological systems that demand a systematic and integrated approach to
ensure their safety. Managing issues related to nuclear material handling and radiation risk
requires ongoing monitoring, analysis, and enhancement of safety systems. Effective safety
control programs are essential not only for minimizing potential threats and risks but also
for supporting the long-term sustainability and development of nuclear power as a vital ele-
ment of the global energy balance.

The objective of this paper is to conduct a thorough analysis and evaluation of the
effectiveness of safety control programs at nuclear power facilities, considering technolog-
ical, environmental, and social aspects. The study identifies problematic aspects of existing
programs and offers specific recommendations for their optimization. Special attention is
paid to identifying potential vulnerabilities and developing innovative approaches to im-
prove the effectiveness of safety systems (Lee et al., 2018; Mishra et al., 2019: 3825-3841;
Hossain et al., 2020: 616-653; Sethu et al., 2022: 1-19).

Materials and basic methods

The following materials and methods were used to achieve the objective of the
study:

Materials:

1 Data on the radiation background across the territory of the Russian Federation is
collected by the automated radiation situation control system of the Rosatom State Corpo-
ration. This system provides real-time monitoring and assessment of radiation levels, facili-
tating the management and response to radiation-related issues. The data collected is crucial
for ensuring safety and compliance with radiation protection standards;

2 Publications and reports on safety control programs developed by various re-
search groups and companies;

3 Safety control programs for nuclear plants, including the latest developments in
digital technologies.

Methods:

1 Literature review: A study of scientific publications, reports and regulatory doc-
uments dealing with safety control programs at nuclear facilities. This method provided
insight into the current status and problems in the field;

As complex technological systems, nuclear power plants represent a significant
source of risk, particularly the specific risk of radiation exposure. Obtaining quantitative
estimates of radiation risk is crucial for implementing measures to reduce risk and prevent
accident consequences. To systematize and centralize data on risk assessments of nuclear
power plants, it is necessary to develop a program for the management and control of safety
response systems at nuclear power facilities (Berberova et al., 2020: 50-56; Lu et al., 2020;
Arutyunyan. 2013. 315). The authors Vorotilina A.A. and Koptelov M.V. examined the cur-
rent state of the organization of the state automated system of radiation situation control in
the Russian Federation (Vorotilina et al., 2018: 156-162). They provided a screenshot of
the map showing the radiation situation across Russia, based on sensor readings from the
automated radiation situation control system of the State Corporation «Rosatomy.
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M.A. Berberova, V.V. Chuenko, O.V. Zolotareva, O.L. Trefilova, M.A. Grudeva,
V.V. Anichkina, E.V. Razina have developed a program of safety control of nuclear power
plants using modern technologies that allow to systematize and group data from safety data
sheets of nuclear power plants, as well as to organize operational access to information. The
program developed by the authors is a Web application designed to systematize and group
safety data sheets of nuclear power plants, as well as to organize quick access to the infor-
mation, which makes it easy to assess the safety status of each of the nuclear power plants
considered in this paper (Panteleev et al., 2018: 40-52).

The authors Panteleeva V.A., Popova E.V.V., Segal M.D., Gavrilova S.L., Sednev
V.A. and Lysenko [.A. reviewed the goals, objectives, and general solutions of territorial
automated systems for monitoring the radiation situation in the Russian Federation to ensure
safety monitoring at nuclear power facilities (Panteleev et al., 2018: 48—61).

In the last decade, territorial radiation monitoring and emergency response systems
have been established and actively developed in several constituent entities of the Russian
Federation. These systems include complex monitoring systems for population protection
(CPM-PP), which have been implemented in radioactively contaminated territories (Ber-
berovaetal., 2019: 285-289; Guseva et al., 2018: 251-254; Andreev, 2020: 43—51; Otchyot
ob OKR po GK Ne 331/1059-999, 2015: 44; Panshin et al., 2016: 22; Guseva et al., 2018:
1-5; Andreev et al., 2020: 43-51.

Figure 1 presents the general composition of integrated monitoring systems for the
state of public protection (Panteleev et al., 2018: 48—61).

radiation safety control
subsystem

— information subsystem

CPM-PP —

— training subsystem

decision-making support
subsystem

Figure 1. Composition of integrated monitoring systems for the protection of the population (Pan-
teleev et al., 2018: 40-52).

These components work together to provide a robust framework for monitoring, man-
aging, and responding to radiation risks, thereby ensuring the safety and protection of the popu-
lation.

The subsystem for radiation situation control is a critical component of the regional
integrated system for monitoring population protection. Its primary objective is the early
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detection of changes in radiation levels at measurement sites across the Russian Federation.

This subsystem is designed to achieve the following tasks:

- Continuous Automated Monitoring: Conduct ongoing automated surveillance of
the radiation situation, including measuring meteorological parameters;

- Data Processing and Storage: Process, store, and provide operational data on radi-
ation levels in contaminated areas to relevant authorities using GIS technologies;

- Automated Alert System: Automatically signal if monitored radiation parameters
exceed established normative levels, triggering alarms or emergency notifications.

The integrated monitoring system for population protection incorporates both sta-
tionary and mobile means for radiation situation control.

Stationary facilities include:

- Information Collection and Processing Center: A facility for collecting,

processing, transmitting, and storing data on radiation situation;

- Communication Channels: Infrastructure for transmitting data between monitor-
ing stations and central processing centers;

- Stationary Radiation Monitoring Posts: Fixed locations equipped with sensors for
continuous radiation monitoring.

Mobile radiation monitoring facilities include:

- Mobile Radiometric Laboratories: Portable units equipped for radiometric analy-
Sis;

- Mobile Onboard Gamma Imaging Complexes: Systems based on unmanned aerial
vehicles (drones) for gamma imaging and radiation assessment;

- Rapidly Deployable Automated Radiation Monitoring Systems: Mobile systems
that can be quickly set up to monitor radiation levels in different locations.

The authors have developed a project focused on creating models, algorithms, and
a software package designed to enhance safety measures in the design of new and existing
nuclear power plants. The authors presented the structure of the database on the reliability
of nuclear power plant equipment (Figure 2).
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UNSKE annunciator module solid state general

Component boundary: detail n/a Operating mode: all Operating environment: normal

Generic failure mode: spurious function Original failure mode: operates spourious or false response

FAILURE RATE OR PROBABILITY rec : 1.7E-6/hr

Source: IEEE 500 (1984) pg.40 Ultimate source: operating experience

Comment: Reference : NUREG 2232 (1980)

BTABN battery

Component boundary: battery,contai | tions incl.Ist breaker connect. Operating mode: all Operating
environment: normal

Generic failure mode: degraded Original failure mode: inadequate output

FAILURE RATE OR PROBABILITY rec : 3.2E-6/hr high: 7.5E-6/hr low: 4.9E-7/hr REPAIR TIME: 4-7 hours

Source: NUREG 3831 (1985) (tbl.A6) Ultimate source: operating experience (plant records)

[« Operating i | pop. 51.0perational time 1.564.315 hrs No.of failures 5.

Repair time is range of medians.

BTAFN battery

Component boundary: battery,container,terminal connections incl.Ist breaker connect. Operating mode: all Operating
environment: normal

Generic failure mode: fail to function Original failure mode: no output

FAILURE RATE OR PROBABILITY rec : 6.4E-7/hr high: 3.0E-6/hr low: 3.0E-8/hr REPAIR TIME: 4-7 hours

Source: NUREG 3831 (1985) (tbl.A6) Ultimate source: operating experience (plant records)

C Operating i total pop. 51.0perating time 1.564.315hours No of failures 1. High and low chi-square
estimates.

Repair times range of median

BTAFO battery

Component boundary: detail n/a Operating mode: all Operating environment: normal

Generic failure mode: fail to function Original failure mode: operational failure

FAILURE RATE OR PROBABILITY mean : 8.2E-8/hr 95%: 2.5E-7/hr 5%: 8.E-10/hr REPAIR TIME: 11.2 hours

Source: Oconee NPP PRA (tbl.b-1.) Ultimate source: generic data updated with plant specific operating experience
Comment: Prior:|EEE 500(1977)(pg104),rec=median; max=80% of distribution. Operating experience: 96.426 hours of
operation, no failures.

Repair time is mean of updated
BTAFT battery

Component boundary: battery only Operating mode: standby Operating environment: normal

Generic failure mode: fail to function Original failure mode: failed effective output

FAILURE RATE OR PROBABILITY mean : 1.3E-2/d 95%: 6.8E-2/d REPAIR TIME: 2 hours

Source: Swedish Rel.data book, thl.41 Ultimate source: plant operating experience (7 BWR plants), ATV reports, LERs
Comment: Demand failure rate is based on refueling outage testing interval Operating experience: Total pop.129.No of
demands 531.Number of

failures 7. a=0.0346; b=2.59

Figure 2. Structure of the equipment reliability database proposed by the authors (Panteleev et al.,
2018: 48-61).

The presented structure of the nuclear power plant equipment reliability database
contains the following information:

- equipment category code;

- type of component

- mode of operation;

- type of failure

- failure probability

- recovery time;

- source of information;

- comments.

2 Modeling and software development: Creation of a prototype of a safety control
and monitoring program using the Python programming language. The program was de-
signed to incorporate current technology and real-world data integration capabilities.

Development of a program for safety control and monitoring at nuclear power fa-
cilities requires a serious approach and attention to detail. Below is an example of a simple
program concept in Python, one of the popular programming languages, presented in Figure
3.
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[} Copycade

(self):
self.sensors = {
= €

= €
3

self.emergency_contacts = [
(self):

sensor, data self.sensors.items({):
reading = self.get_sensor_reading{sensoxr)
reading > datal J=z
datal 1 =
self.handle_alert({sensor, readimg)

datall 1 =

time.sleep{ =03

{self, sensor):

random . undifozm{ T, 3

{self, sensoxr, Teading):

alert_message =

self. notify_emergency_contacts{alert_message)

(self, messagel:

printd{

__mame__ ==

Figure 3.View of the program.

Let’s analyze the proposed program of safety control and monitoring at nuclear
power facilities:

Nuclear Security Monitor class definition:

- The class is created to describe a security monitoring object;

- Has a sensors attribute representing different types of sensors (e.g. radiation, tem-
perature, pressure) with their threshold values and current status;

- Contains a contact list for emergency notifications.

Method monitor sensors:

- An infinite loop to monitor the status of sensors;

- For each sensor, the current value is checked against a threshold;

- If the threshold is exceeded, the handle alert method is called.

Get_sensor_reading method:

- A method that simulates getting data from sensors;

- In this case, random data generation is used.

Method handle alert:

- Called when the sensor value exceeds a threshold;

- An alarm message is generated;

- The notify _emergency contacts method is called to notify contacts.

The notify emergency contacts method:
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- Simulates sending a notification to predefined contacts.

Main code block:

- An instance of the NuclearSecurityMonitor class is created;

- The monitor_sensors method is called and infinite monitoring starts.

Analysis:

- The program offers a basic framework for sensor monitoring, yet it currently relies
on random data generation rather than real sensor readings;

- The notify _emergency contacts method only prints a message to the console. In a
practical system, a proper notification mechanism should be implemented;

- There is a lack of additional security measures, such as data encryption or authen-
tication;

- The program fails to consider security standards and nuclear facility security re-
quirements, and it does not include event auditing features;

- No error handling, which can lead to unpredictable behavior in a real-world envi-
ronment;

- This code is a basic example and should be significantly extended and improved to
meet real-world nuclear safety requirements and standards. Also, for such critical systems,
a more in-depth safety analysis should be performed and possibly safety experts should be
involved.

Optimizing existing safety programs and proposing innovative approaches requires
in-depth analysis and understanding of specific requirements, standards and unique system
features. In this context, let us offer some general recommendations and ideas for improving
the effectiveness of the safety system at nuclear power facilities:

Optimization Recommendations:

Integration with Real Data:

- Replace simulated data with real sensor readings for more accurate monitoring.

Improve Notifications:

- Expand the notification mechanism to include different communication channels
(email, SMS, emergency calls) and the ability to automatically generate reports.

Logging Implementation:

- Add a logging system for event recording and debugging. This can be useful for
later analysis and auditing.

Error Handling:

- Implement error handling to prevent unpredictable program behavior in case of
crashes or incorrect data.

Recommendations for improving security:

Data Encryption:

- Implement data encryption mechanisms to protect the confidentiality and integrity
of information.

Authentication and Authorization:

- Implement an authentication and authorization system to ensure that only autho-
rized users have access.

Physical Security:

- Consider physical security measures to protect equipment from unauthorized ac-
cess.

Innovative Approaches:

56



Reports of the Academy of Sciences of the Republic of Kazakhstan

Use of Artificial Intelligence (Al):

- Integrate machine learning to predict and detect anomalies in data to prevent in-
cidents.

Integration with the Internet of Things (IoT):

- Connect sensors to the IoT network for more extensive monitoring and real-time
data collection.

Blockchain Technologies for Auditing:

- Consider the use of blockchain technology to provide transparency and immuta-
bility of audit data.

Cyber-Physical Systems:

- Develop cyber-physical systems that combine physical processes and information
technology to better manage security.

Staff Training:

Provide staff training on safety and response to different scenarios.

Each of these suggestions requires additional work and adaptation to the specific
context and requirements of nuclear power facilities. It is important to involve safety experts
and follow all applicable regulations and standards.

3 Benchmarking: Evaluating the effectiveness of various security monitoring pro-
grams based on their capabilities, accuracy and responsiveness. Both real data and simula-
tion results were used for this purpose.

Results

The following results were obtained during the study:

1 Analysis of the current state of safety control programs:

- Modern systems for monitoring the radiation situation in Russia, particularly those
managed by the automated control system of Rosatom State Corporation, provide high ac-
curacy and promptness in data collection and reporting;

- There are notable problems with the integration of data from various sources. This
lack of seamless integration can hinder the overall effectiveness of safety control programs.

2 Development of a prototype of a safety monitoring program:

- A prototype Python program was developed to monitor sensor status and notify
emergency services. The program includes functionality for monitoring radiation, tempera-
ture, and other sensors, as well as for automatic notification if thresholds are exceeded;

- The prototype demonstrates the potential for integration with real data and im-
proved notification mechanisms to significantly improve the efficiency of safety monitoring
systems.

3 Program benchmarking:

- Programs using modern technologies such as [oT (Internet of Things) and Arti-
ficial Intelligence (Al) show higher accuracy and responsiveness compared to traditional
methods. This confirms the need to incorporate the latest technologies into safety monitor-
ing systems of nuclear facilities;

- Integration with real data and improved notification mechanisms significant-
ly increase the efficiency of safety monitoring systems. This makes it possible to respond
promptly to changes in radiation background and other potential threats.

Observation

Comparison of the results obtained with the work of other scientists has shown that
the introduction of modern technologies, such as artificial intelligence and the Internet of
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Things, can significantly improve the efficiency of security control systems. The main ad-
vantages of the proposed program include high accuracy and responsiveness, the ability to
integrate with various data sources, and automation of notification processes.

Despite the promising potential of the proposed safety monitoring program, several
shortcomings need to be addressed:

1 Need for Further Refinement:

- Meeting Safety Requirements: The program requires additional refinements to
fully comply with all safety requirements and nuclear power standards.

- Sophisticated Data Processing and Cybersecurity: More advanced data processing
mechanisms and enhanced cybersecurity measures are necessary to ensure the program’s
effectiveness and security.

2 Error and Exception Handling:

- Robust Mechanisms: The current program lacks comprehensive error and excep-
tion handling, which could result in unpredictable behavior in real-world environments.

- System Resilience: Developing more robust error handling mechanisms is crucial
to improving the system’s resilience and reliability.

3 Notification System:

- Expansion and Improvement: While the program includes a mechanism for notify-
ing emergency services, this feature requires further expansion and improvement.

- Multiple Communication Channels: In a real-world scenario, different communi-
cation channels such as email, SMS, and emergency calls should be utilized.

- Automatic Reporting: The possibility of automatic reporting should be incorporat-
ed to ensure timely and efficient communication during emergencies.

To address these shortcomings, the following steps should be taken:

- Refinement of Safety Compliance: Continue refining the program to meet all nu-
clear power safety requirements and standards. This includes integrating more sophisticated
data processing and cybersecurity measures.

- Enhanced Error Handling: Develop and implement more robust error and excep-
tion handling mechanisms to ensure system stability and resilience.

- Advanced Notification System: Expand and enhance the notification system to
include multiple communication channels and automatic reporting capabilities for effective
emergency response.

By addressing these areas, the proposed safety monitoring program can be signifi-
cantly improved, ensuring greater reliability and compliance with stringent nuclear power
safety standards.

Conclusion

The research findings highlight several key conclusions and recommendations for
enhancing safety monitoring programs at nuclear power facilities:

- Continuous Improvement and Integration: Modern safety monitoring programs
need ongoing advancements and the integration of new technologies to enhance their effec-
tiveness;

- Artificial Intelligence (Al) and Internet of Things (IoT): The implementation of Al
and IoT technologies can substantially improve the accuracy and efficiency of monitoring
nuclear facility conditions;

- Compliance and Data Protection: Developed programs must comply with all safe-
ty standards and requirements, ensuring robust data protection and an efficient notification
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system,;

- Regular Updates and Training: It is crucial to regularly update and test software,
as well as to train personnel in safety and emergency response protocols.

The practical application of these conclusions and recommendations involves:

- Integration into Existing Systems: Incorporating the proposed programs and rec-
ommendations into current safety control systems at nuclear plants;

- Development of New Systems: Creating new monitoring and response systems
leveraging advanced technologies.
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