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PERSPECTIVES FOR USING CLASSICAL NEURAL NETWORK 
MODELS AND METHODS OF COUNTERACTING ATTACKS  
ON NETWORK RESOURCES OF INFORMATION SYSTEMS 

 

Abstract. The article is devoted to the development of the methodological base for increasing the efficiency of 
using neural network models for the recognition of cyber-attacks on the network resources of information systems. It 
is shown that the efficiency of use largely depends on the type of neural network model. The list of the main condi-
tions of the recognition problem is determined, which should be provided due to the characteristics of the type of the 
neural network model. A number of parameters have been developed, the values of which make it possible to 
determine the degree of such security. As a result of studies of the main types of classical neural network models, the 
values of these parameters were determined for each of them. Using the parameters obtained and taking into account 
the expected application conditions, the perspectives of using the main types of classical neural network models are 
estimated for the recognition of cyber-attacks. The ways of development of neural network systems for the recog-
nition of cyber attacks on network resources are considered. It is shown that a promising way of such development is 
the rulemaking for determining effective types of neural network models. 

Keywords: neural networks; cyber-attack; network resource; information system; data protection. 
 

I. Introduction. Under current conditions, the effective functioning of the information security sys-
tem is impossible without the use of an intellectualized system for the recognition of cyber-attacks (RCA) 
on the network resources of information systems (RIS) [1, 9]. At the same time, one of the most promising 
areas for the development of intelligent RSA for network RIS is the use of models and methods based on 
the theory of neural networks (NN). These models and methods are used in the contours of the recognition 
of RSA and, in accordance with the results of [14, 25], significantly improve the accuracy of recognition. 
Perspectives of neural network items (NNI) recognition are confirmed by their use in Cisco's well-proven 
software and hardware RSA and a large number of theoretical and practical works in this direction [10-13, 
24]. At the same time, the variety of solutions used in modern NNI, the large number of factors that affect 
their operational characteristics, the inaccessibility of the description of the commercial NNI of RSA 
significantly complicate the estimation of the effectiveness of their use, which in turn narrows the scope of 
their application in domestic information security systems. Note that among the analyzed set of works [15-
23, 16-28], only [4, 19] propose the basic set of parameters and the method based on them for estimating 
the effectiveness of estimating NNI of the security parameters of Internet-oriented information systems. 
However, the solutions [4, 19] are of a general nature, they are oriented to recognizing not only a wide 
range of various cyber-attacks, but also the recognition of the vulnerabilities of Internet-oriented infor-
mation systems, and therefore require adaptation to the domestic conditions for the recognition of cyber-
attacks on network RIS. Also, we note that as a result of the analysis of modern scientific works in the 
field of application of NNI in the domain of information protection, it is determined that in most of them 
are based on classical neural network models (NNM) adapted to the conditions of the task. 

In this regard, the purpose of this research is to assess the perspectives for using classical neural 
network models for recognizing cyber attacks on network resources of information systems. 
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II. Approach to determining the effectiveness of the type of the neural network model. In accor-
dance with [3, 5], the development of effective NNI is carried out by adapting certain characteristics of 
NNM to the significant conditions of the problem of determining cyber-attacks. Thus, we can propose the 
following approach: the most effective type of NNM has characteristics more fully corresponding to the 
significant conditions of the problem of determining cyberattacks. In the basic version, the significant 
conditions set is divided into categories characterizing the tutorial data, training process limitations, com-
puting power, output information, technical implementation and the field of application of NNI. 

Let’s describe the specified categories. 
1. The main characteristics of the tutorial data are: 
 Number of parameters defining the case study; 
 Type of parameters - discrete (symbolic) or continuous (numeric); 
 Number of available case studies. For example, in tasks of recognizing the content of texts, the 

number of case studies can be considered as unlimited. For other tasks (recognition of network cyber-
attacks), the number of case studies can be approximately equal to the number of input parameters; 

 Presence of errors (noise) in the case studies; 
 Correlation of case studies; 
 Ability to pre-process input data to remove noise; 
 Ability to display all aspects of the process in the training sampling. For example, the ability to 

reflect signatures of all types of abnormal behavior or signatures of all viruses in the training sampling; 
 Proportionality of the case studies corresponding to various aspects of the process. For example, 

how many case studies correspond to anomalous behavior of type A, and how many case studies 
correspond to behavior of type B. 

2. Restriction of the training process is conditioned by: 
 Maximum period of the training; 
 Need to present the expected output of the NN in the tutorial data. Thus, the types of training 

"with a teacher" or "without a teacher" is determined; 
 Ability to automate the training process; It is determined by the number and importance of empi-

rical parameters. This possibility largely determines the conditions of application of the NN. Networks 
where the training process is not automated can only be used in the laboratory; 

 Possibility of additional training during operation; 
 Training quality requirements, which are usually estimated by the maximum and average errors in 

the recognition of tutorial and test data. In this case, the test data should be slightly different from the 
tutorial data; 

 Ability to study NN in the laboratory. For example, in the laboratory, it is possible to teach the NS 
to recognize network attacks of a certain type. At the same time, it is impossible to teach the NN to 
classify emails in accordance with the interests of a particular user. The expediency of training in the 
laboratory is explained by the needs of the optimal mechanism for creating and updating the knowledge 
base of the NN; 

 Requirement to have the same output signal of the network for different examples with the same 
parameters. 

3. In practice, the requirements for computing power are determined by the maximum number of 
case studies (memory capacity) that NN can memorize in order to achieve the required recognition 
accuracy. In turn, the accuracy of recognition is characterized by the values of the maximum and average 
NN errors on the data, which can go beyond the set of the training sampling. Accordingly, there arises a 
problem of extrapolating the outcomes of teaching NN beyond the training sampling of case studies. 

4. The requirements to the NN output information indicate the form, in which this information 
should be presented. For example, when recognizing viruses, it may be necessary not only to determine a 
situation such as "software malfunction", but also to calculate the probability of this situation or graphi-
cally display such situations on the plane, which will allow the final classification of the user. Another 
requirement may be the need to determine verbal dependencies between input and output information. 

5. Restrictions on the NN technical implementation concern the speed of decision-making, integra-
tion into the existing information security systems, the scope and complexity of software implementation. 
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6. The scope determines the systems in which the NN will be used. To date, the use of NN for image 
recognition, optimization and text analysis are sufficiently investigated. Note, that the system of pattern 
recognition is fundamentally different from the systems of text analysis, because the number of output and 
the number of combinations of input parameters in them is fundamentally limited. In text analysis 
systems, this number is not fundamentally limited. In addition, the scope of application is determined by 
adaptability of the network to autonomous operation. In this regard, the architecture of the NN should 
provide for the possibility of complete automation of the complementary training process during 
operation. 

A possible interpretation of the approach is the expression 

 ,                                                  (1) 

where e is the efficiency criterion; аі - i-th type of NNM; A is a set of admissible type of NNM; I is the 
number of admissible type of NNM. 

According to the results obtained in [1 - 3, 5, 7], the components of A are defined as follows: 

A = {MLP, RBF, PNN, TM, ART, ANN, CNN, ENN, JNN, SNN},                      (2) 

where MLP is multilayer perspeter, CNN - convolutional NN, RBF - radial basis function network, TM - 
Kohonen topographic map, ART - adaptive resonance theory network, PNN - probabilistic NN, ENN - 
Elmen’s network, JNN - Jordan’s network, SNN - semantic NN, ANN - associative NN. 

Note that the set A determines the most approved classical types of NNM. Also, note that deep neural 
networks are a kind of MLP. 

It is obvious that the efficiency criterion used in formula (1) requires detailed elaboration from the 
point of view of certain characteristics of the type of NNM. It is possible to carry out the detailed analysis 
keeping in mind that this criterion is calculated using a number of parameters that allow to take into 
account the peculiarities of the type of NNM. Besides, we should follow up that for various types of 
NNM, the effectiveness criterion value may be similar. Therefore, it is expedient to determine the set of 
effective types of NNM. This set will include NNM, for which the value of the efficiency criterion is close 
to the maximum. Proximity can be estimated by means of the deviation factor kE. 

III. Parameters of determining the efficiency of the type of the neural network model. In order 
to form the effectiveness criteria for NNM type, we used the developed approach to determining the 
effective type of NNM, the results of research on the possibilities of using the NN theory methods for 
estimating security parameters, and the results of the analysis of the most approved classical neural 
network models. The basic list of the obtained criteria is given in Table. 1. In the future, this list can be ex-
panded, for example, by detailing certain criteria or taking into account new areas of NN application. 

 
Table 1 – Efficiency parameters 

 

# Category Explanation of the parameter 

1 2 3 

E1,1 

Tutorial data 

Limitation in a number of input parameters 
E1,2 Limitation in the tutorial sampling 
E1,3 Noise acceptability 
E1,4 Correlation acceptability 
E1,5 Need to reflect all the aspects of the process 
E1,6 Need to represent case studies ratably 
E1,7 Ability to use discrete input parameters 
E1,8 Ability to use continuous input parameters 
E1,9 Ability to use tutorial sampling, whose volume is less than a number of input parameters
E2,1 

Training process 

Short training period 
E2,2 Need to present the expected yield  
E2,3 Automation of training  
E2,4 Option of complementary training 
E2,5 Quality of training 
E2,6 Possibility to train on the expert data 
E2,7 Inalterability of results 

  I ..., 2, 1,iA,a,a e ii max
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Continuation of table 1 

1 2 3 

E3,1 
Computation power 

Storage capacity 

E3,2 Extrapolation of the training results 

E4,1 

Initial information 

Interpretability of the yield in the form of probability 

E4,2 Interpretability of the yield in graphical form 

E4,3 Possibility of verbalization 

E5,1 
Technical implementation 

Fast decision making 

E5,2 The amount of software implementation 

E6,1 

Field of application 

Recognition of patterns 

E6,2 Text analysis 

E6,3 Control of security settings 

E6,4 Adaptability to autonomous functioning 

E6,5 Time series modeling 

E6,6 Image analysis 

E6,7 Sound analysis 

 E6,8 Intelligent data analysis 

 
The results of the research carried out in subsection 1.3 allowed us to assess, as a first appro-

ximation, the conformity of NNM main types to the proposed parameters. Results of that estimation are 
presented on a three-point scale and are listed in Tables 2 and 3. The criterion Ei = 1, if the i-th charac-
teristic of the estimation problem of security parameters is fully ensured in NNM, Ei = 0  if provided 
partially and Ei = -1  if not provided. 

 
Table 2 – Parameters of the neural network criteria with direct signal propagation and ART 

 

# 
NNM type 

MLP CNN RBF ART PNN 

1 2 3 4 5 6 

E1,1 –1 –1 –1 –1 –1 

E1,2 –1 –1 –1 0 –1 

E1,3 1 1 0 –1 0 

E1,4 1 1 1 1 1 

E1,5 –1 –1 1 –1 1 

E1,6 –1 1 –1 –1 –1 

E1,7 1 1 1 1 1 

E1,8 1 1 1 1 1 

E1,9 –1 –1 1 1 1 

E2,1 –1 –1 0 1 1 

E2,2 1 1 1 –1 1 

E2,3 1 1 –1 1 1 

E2,4 0 0 1 1 1 

E2,5 1 1 0 1 1 

E2,6 –1 –1 –1 –1 1 

E2,7 1 1 1 1 1 

E3,1 1 1 –1 –1 –1 

E3,2 1 0 –1 –1 –1 

E4,1 0 –1 0 –1 1 

E4,2 –1 0 –1 –1 –1 

E4,3 1 –1 0 –1 0 

E5,1 1 1 1 1 1 
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Continuation of table 2 

1 2 3 4 5 6 

E5,2 –1 –1 1 0 –1 

E6,1 1 0 1 1 1 

E6,2 –1 –1 –1 0 0 

E6,3 –1 –1 –1 –1 –1 

E6,4 0 –1 1 1 –1 

E6,5 1 –1 0 0 0 

E6,6 1 1 –1 –1 –1 

E6,7 1 0 –1 –1 –1 

E6,8 –1 –1 –1 –1 –1 

 
Table 3 – Values of parameters for recurrent NC, SNN, ANN and TМ 

 

# 
NNM type 

ENN JNN SNN ANN TM 

E1,1 –1 –1 1 –1 –1 

E1,2 –1 –1 1 –1 –1 

E1,3 1 1 1 –1 1 

E1,4 1 1 1 –1 1 

E1,5 –1 –1 –1 0 1 

E1,6 1 1 –1 0 1 

E1,7 1 1 1 1 1 

E1,8 1 1 –1 0 1 

E1,9 –1 –1 1 1 1 

E2,1 –1 –1 0 1 1 

E2,2 1 1 –1 1 –1 

E2,3 –1 –1 1 0 0 

E2,4 0 0 1 0 1 

E2,5 0 0 1 1 0 

E2,6 –1 –1 –1 –1 –1 

E2,7 1 1 1 0 0 

E3,1 1 1 0 0 –1 

E3,2 1 1 0 1 0 

E4,1 0 0 –1 0 0 

E4,2 –1 –1 –1 –1 1 

E4,3 1 1 –1 –1 –1 

E5,1 1 1 0 –1 1 

E5,2 –1 –1 –1 0 –1 

E6,1 0 0 0 1 1 

E6,2 –1 –1 1 –1 1 

E6,3 –1 –1 –1 1 1 

E6,4 –1 –1 1 –1 –1 

E6,5 1 1 –1 –1 –1 

E6,6 0 –1 –1 –1 –1 

E6,7 0 0 –1 –1 0 

E6,8 –1 –1 –1 1 1 
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If we take into account the three-point numerical estimate, formula (1) is modified as follows: 

 ,                               (3) 

where Е is an integral criterion for optimization of NNM type; A is the set of admissible NNM types. 
For a specific task of determining a cyber attack, the significance of the efficiency parameters can be 

taken into account if we introduce the corresponding weight coefficients in (3): 

  A


 i

K

1k
ikk a,aErE max)(  ,                                              (4) 

where rk is a weighting factor of the k-th parameter. 
IV. Estimation of perspectives of using classical neural network models. As a result of the re-

search, it can be proposed that the value of the efficiency criterion of the neural network model (4) allows 
estimating the perspectives of using such a model for the recognition of cyber-attacks on the network 
resources of information systems. In accordance with [4], in the first approximation, we can assume that 
the method for determining the effectiveness of use of classical neural network models consists of the 
following stages: 

1. To determine the classical types of neural network models defined by the expression (2), which 
contain the estimated neural network models. 

2. To use the data in Tables 2 and 3 in order to determine the values of the efficiency parameters. 
3. To determine the weighting coefficients used in expression (4) by means of the expert evaluation 

procedure 
4. To compute the effectiveness of each estimated model, and to determine the most effective neural 

network model by means of expression (4). 
V. Rules for determining the effective types of neural networks of recognition of cyber-attacks 

on network resources. According to the results of [1, 2, 9], the main factor that influences the formation 
of a set of permissible NNM types is the provision of effective training of NNM. To do this, it is necessary 
to perform the following procedures in a reasonable time: to define a set of input and output parameters of 
NNM, to encode the input and output parameters, to create a training sampling, and to implement the 
training process. The first and second procedures are implemented at the preparatory stages of the RCA 
development, therefore their influence on the formation of many effective types of NNM is not consi-
dered. The focus is on the implementation of the second and third procedures. The eligible period for 
creation of the training sampling and NNM training is determined on the basis of the requirement 

 ,                                                                         (5) 

where t is the total period of NNM training, td is the acceptable period for the creation of NNM. 
Thus, the permissibility of using the i-th type of NNM for recognizing cyber attacks on network RIS 

can be specified with the help of the following rule: 

  dNet idi nettnett If ,                                                    (6) 

where neti is the i-th form of NNM, Netd is a set of admissible type of NNM. 
Detailing the expression (5), we obtain: 

   ilvi netttnett   ,                                                   (7) 

where tν is time of creating the training sampling, tl (neti) is time of determination of the model parameters 
for the i-th type of NNM. 

Note that, in the first approximation, the value of tl (neti) is approximately equal to the time of deter-
mination of the weight coefficients of the synaptic links of NNM. The creation of the training sampling is 
formation of such a number of case studies, which is considered sufficient for the qualitative teaching of 
NNM. In accordance with [2, 4, 9], this number depends on the number of input parameters of NNM and 
in the base case is calculated as follows: 

 ,                                                                    (8) 

where Pmin is the minimum admissible number of case studies, Nx is a number of input parameters of 
NNM. 

7...,,2,1max)(
1




 i,a,aEE i

K

k
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dtt 

xNP 10min 



Известия Национальной академии наук Республики Казахстан 
  

   
208  

It can also be assumed that: 

minPtt vv  ,                                                                (9) 

where vt  is average time of creating one case study. 

It is possible to determine the value of  vt  by expert evaluation. After substituting (8) into (9), we 

obtain: 

xvv Ntt 10  .                                                                 (10) 

At a certain structure for NNM of the i-th type, the duration of the process of determining the weight 
coefficients can be estimated as follows: 

  ioiiil KWLnett , ,                                                      (11) 

where  is the duration of the training iteration for one link; Wi is a number of connections for the i-th type 
of NNM; Li is a number of neurons; Ko, i is a number of iterations. 

In accordance with [1, 2, 9], with approximate calculations for a set of NNM types net1, which 
consists of NNMs based on PNN, an adaptive resonant theory network, a Kohonen map (TM), a radial 
basis function network (RBF), associative neural networks (ANS), the duration of training can be written 
as follows: 

   yxl NNPekt  
11net  ,                                         (12) 

where  1netlt  is the duration of the determination of the weighting coefficients for net1, k1 is the propor-

tionality coefficient for net1,  is the duration of one computational operation, P, Ny is the number of case 
studies and output parameters;  is an empirical coefficient. 

It is possible to estimate the training duration of many types of NNM on the basis of a multi-layer 
perceptron (MLP) net2, as: 

 ,                                                    (13) 

where  2netlt  is duration of determining the weighting coefficients for net2, k2 is a proportionality 

coefficient for net2. 
Note that (12, 13) are obtained under the condition of sequential calculation of signals of artificial 

neurons that are part of NNM, which is typical for its generally accepted implementation. In addition, it is 
accepted to assume that the structure of NNM and the computational capabilities of the type of NNM are 
sufficient to obtain an allowable training error. 

As the results of [1, 4, 9] show, from the point of view of the recognition of cyber attacks on network 
RIS, the most promising types of NNM are RBF, TM, SME, ANS, deep neural networks (DNN). For 
RBF, TM and ANS, the approximate duration of training can be estimated by means of (12), and for MLP 
and DNN it is advisable to use (13). 

Given the software implementation of NNM, the duration of one computing operation of the learning 
process depends mainly on the computing power of the hardware of the cyber attack recognition circuit in 
the network security system RIS. 

A permissible error in the training of NNM can be calculated on the basis of the requirements for the 
accuracy of the recognition of cyber attacks on network RIS. In the first approximation, the values of  
and  can be determined by expert evaluation. 

When determining the principal possibility of using NNM, it is advisable to focus on the minimum 
number of case studies. Taking into account (12, 13) and the dependence (8), we obtain: 

 ,                                           (14) 

 .                                          (15) 

Substituting (10, 14) and (10, 15) into (7), taking into account that k10,1, k20,001, 1, 0,05, 
after trivial simplifications, we get: 

     yxvx NNtNt  1,0101net ,                                              (16) 

   22
2 yxl NNPekt  

2net

   yxxl NNNekt  
1101net

   22
2100 yxxl NNNekt  

2net
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 ,                                      (17) 

Where  1nett  and  2nett  is the learning time for net1 and net2. 

The data of [4] indicate that Nx = 50...100, and Nx + Ny  100. These assumptions allow us to modify 
(16, 17) as follows: 

,                                                      (18) 

    vtt 10002net .                                                      (19) 

Since    12 netnet   tt , then, taking into account (18, 19), rule (6) can be detailed: 

 ,                                            (20) 

.                                        (21) 

Condition (20) determines the acceptability of the use for the recognition of cyber attacks on network 
RIS of NNM on the basis of ANN, TM, CNN, RBF, PNN, networks of adaptive resonance theory. Con-
dition (21) complements the admissible set by models based on MLP and DNN. 

Expressions (20, 21) are the rules for determining the permissible types of NNM intended for the 
recognition of cyber attacks on network RIS. The application of these rules to the set of available NNM 
allows us to proceed to the definition of a set of effective types of NNM. 

Let’s assume that among the set of admissible types, the i-th type of NNM is most effective if the 
efficiency function takes the maximum value for it. The calculation of the efficiency function of the i-th 
type of NNM is performed as follows: 

                                             (22) 

where  1...0k  is a weight coefficient of the k-th efficiency criterion, neti is the i-th kind of NNM, K is 

a number of efficiency criteria, Rk is the value of the k-th criterion for neti. 
In accordance with the results of [1, 2, 4, 9], the k-th criterion for determining the most effective type 

of NNM is a measure of providing the k-th requirement of the problem of recognizing cyber attacks on 
network RIS in NNM. It should be noted that the requirements for NNM characterize their learning 
ability, computational capabilities and technical implementation. Partially the list of the developed 
efficiency criteria meeting the specified requirements is shown in table 4. 

 
Table 4 – Efficiency criteria for the type of NNM 

 

Criterion Requirement  

R1 Ability to use case studies with various number of input parameters  

R2 Mininmization of the training sampling volume  

R3 Ability to use the training sampling with not proportional presentation of the recognized classes 

R4 Ability to use case studies without the expected output signal  

R5 Ability to use correlated case studies 

R6 Suitability to complementary training 

R7 Suitability to train in parts 

 
The values of the proposed criteria can vary from 0 to 1. In this case, for the i-th type of NNM, the 

value of the k-th criterion is 1 if the corresponding k-th requirement is fully provided in this type of NNM, 
and is equal to 0, if it is not provided. 

The use of the proposed criteria allows us to proceed to the calculation of the efficiency function of 
the type of NNM given by expression (22). In turn, this allows writing down the rule for formation of a set 
of effective types of NNM with the help of expression (23), and the rule for finding the most effective type 
of NNM can be written by means of expression (24). 

    yxxvx NNNtNt  01,0102net

    1010001 vtt net

  Netnet1  dv ttfI 101000

   2,1000 netnetNet 1 dv tt If

  ,,
1

di

K

k
ikki netnetRV Net



 



Известия Национальной академии наук Республики Казахстан 
  

   
210  

  edV netnetnetV If NetNet  ,                                    (23) 

   max,max eieiIi
i

netnetnetnetV If  Net  ,                              (24) 

where V(net) is efficiency of NNM, which is calculated by means of (22), Netd is the admissible set of 
NNM, which is formed by means of rules (20, 21), V is the minimum acceptable efficiency of NNM. 

Thus, we can draw the following conclusion that a set of rules (20, 21, 23, 24) has been generated, the 
use of which makes it possible to determine the set of permissible and effective types of neural network 
models designed to recognize cyber attacks on network resources of information systems. 

VI. Conclusions.  
- The list of the main conditions of the recognition problem is determined; these conditions should be 

provided due to the characteristics of the type of the neural network model. 
- A number of parameters has been developed; the values of these parameters make it possible to 

determine the degree of such security. 
- As a result of studies of the main types of classical neural network models, the values of these 

parameters were determined for each of them. 
- Assessments of perspectives for using the main types of classical neural network models for the 

recognition of cyber attacks are presented. 
- Perspectives for further research are the details of the proposed method for determining the effec-

tiveness of using classical neural network models for the recognition of cyber attacks on the network 
resources of information systems. 
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КЛАССИКАЛЫҚ НЕЙРОЖЕЛІЛІК МОДЕЛЬДЕРДІ ЖƏНЕ  
АҚПАРАТТЫҚ ЖҮЙЕЛЕРДІҢ ЖЕЛІЛІК РЕСУРСТАРЫНА ШАБУЫЛДАРҒА ҚАРСЫ  

ƏРЕКЕТ ƏДІСТЕРІН ПАЙДАЛАНУ КЕЛЕШЕКТЕРІ 
 

Аннотация. Мақала ақпараттық жүйелердің желілік ресурстарына кибернетикалық шабуылдарды 
айырып тану үшін нейрондық желілік модельдерді пайдалану тиімділігін жоғарылатудың əдіснамалық ба-
засын дамытуға арналған. Пайдалану тиімділігі едəуір дəрежеде нейрожелілік модельдің түрінен тəуелді 
болатынын көрсетілген. Нейрожелілік модель түрінің сипаттамаларының есебінен қамтамасыз етілуі тиіс 
болатын айырып тану міндеттерінің негізгі шарттарының тізімі анықталған. Мəндері осындай қамтамасыз 
етудің дəрежесін анықтауға мүмкіндік беретін бірқатар параметрлер əзірленген. Классикалық нейрожелілік 
модельдердің негізгі түрлерін зерттеу нəтижесінде олардың əрқайсысы үшін көрсетілген параметрлердің 
мəндері анықталған болатын. Қолданудың күтілетін шарттарын есепке алумен алынған параметрлерді 
пайдалана отырып, кибершабуылдарды айырып тану үшін классикалық нейрожелілік модельдердің негізгі 
түрлерін пайдалану келешектерінің бағалары шығарылған. Желілік ресурстарға кибершабуылдарды айырып 
танудің нейрожелілік жүйелерін дамыту жолдару қарастырылған. Осындай дамытудың келешекті жолы 
нейрожелілік модельдердің тиімді түрлерін анықтау үшін ережелерді əзірлеу болып табылатыны көрсетілген. 

Түйін сөздер: нейрондық желі, кибершабуылдау, желілік ресурс, ақпараттық жүйе, деректерді           
қорғау. 
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ПЕРСПЕКТИВЫ ИСПОЛЬЗОВАНИЯ КЛАССИЧЕСКИХ НЕЙРОСЕТЕВЫХ МОДЕЛЕЙ  

И МЕТОДОВ ПРОТИВОДЕЙСТВИЯ АТАКАМ  
НА СЕТЕВЫЕ РЕСУРСЫ ИНФОРМАЦИОННЫХ СИСТЕМ 

 
Аннотация. Статья посвящена развитию методологической базы повышения эффективности исполь-

зования нейронных сетевых моделей для распознавания кибернетических атак на сетевые ресурсы инфор-
мационных систем. Показано, что эффективность использования в значительной степени зависит от вида 
нейросетевой модели. Определен перечень основных условий задачи распознавания, которые должны обес-
печиваться за счет характеристик вида нейросетевой модели. Разработан ряд параметров, значения которых 
позволяют определить степень такого обеспечения. В результате исследований основных видов классичес-
ких нейросетевых моделей для каждого из них были определены значения указанных параметров. Используя 
полученные параметры, с учетом ожидаемых условий применения выставлены оценки перспектив использо-
вания основных видов классических нейросетевых моделей для распознавания кибератак. Рассмотрены пути 
развития нейросетевых систем распознавания кибератак на сетевые ресурсы. Показано, что перспективным 
путем такого развития является разработка правил для определения эффективных видов нейросетевых 
моделей. 

Ключевые слова: нейронная сеть, кибератака, сетевой ресурс, Информационная система, защита 
данных. 

 
  



Известия Национальной академии наук Республики Казахстан 
  

   
244  

Publication Ethics and Publication Malpractice 
in the journals of the National Academy of Sciences of the Republic of Kazakhstan 

 

For information on Ethics in publishing and Ethical guidelines for journal publication 
see http://www.elsevier.com/publishingethics and http://www.elsevier.com/journal-authors/ethics. 

Submission of an article to the National Academy of Sciences of the Republic of Kazakhstan implies 
that the described work has not been published previously (except in the form of an abstract or as part of a 
published lecture or academic thesis or as an electronic preprint, 
see http://www.elsevier.com/postingpolicy), that it is not under consideration for publication elsewhere, 
that its publication is approved by all authors and tacitly or explicitly by the responsible authorities where 
the work was carried out, and that, if accepted, it will not be published elsewhere in the same form, in 
English or in any other language, including electronically without the written consent of the copyright-
holder.  In particular, translations into English of papers already published in another language are not 
accepted. 

No other forms of scientific misconduct are allowed, such as plagiarism, falsification, fraudulent data, 
incorrect interpretation of other works, incorrect citations, etc. The National Academy of Sciences of the 
Republic of Kazakhstan follows the Code of Conduct of the Committee on Publication Ethics (COPE), 
and follows the COPE Flowcharts for Resolving Cases of Suspected Misconduct 
(http://publicationethics.org/files/u2/New_Code.pdf). To verify originality, your article may be checked 
by the Cross Check originality detection service http://www.elsevier.com/editors/plagdetect. 

The authors are obliged to participate in peer review process and be ready to provide corrections, 
clarifications, retractions and apologies when needed. All authors of a paper should have significantly 
contributed to the research. 

The reviewers should provide objective judgments and should point out relevant published works 
which are not yet cited. Reviewed articles should be treated confidentially. The reviewers will be chosen 
in such a way that there is no conflict of interests with respect to the research, the authors and/or the 
research funders. 

The editors have complete responsibility and authority to reject or accept a paper, and they will only 
accept a paper when reasonably certain. They will preserve anonymity of reviewers and promote 
publication of corrections, clarifications, retractions and apologies when needed. The acceptance of a 
paper automatically implies the copyright transfer to the National Academy of Sciences of the Republic of 
Kazakhstan. 

The Editorial Board of the National Academy of Sciences of the Republic of Kazakhstan will monitor 
and safeguard publishing ethics. 

 
 

Правила оформления статьи для публикации в журнале смотреть на сайте: 
 

www:nauka-nanrk.kz 
 

ISSN 2518-170X (Online), ISSN 2224-5278 (Print) 
 

http://geolog-technical.kz/index.php/kz/  
 
 

Верстка Д. Н. Калкабековой 
 
 

Подписано в печать 16.10.2017.  
Формат 70х881/8. Бумага офсетная. Печать – ризограф. 

18,9 п.л. Тираж 300. Заказ 5. 
 
 

Национальная академия наук РК 
050010, Алматы, ул. Шевченко 28, т. 272-13-19, 272-13-18 

 


