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INFORMATION SECURITY OF THE ELECTRONIC SOCIETY  
AND THE INTERNET OF THINGS  

 
Abstract. Cyberspace of the electronic society of any state is available for public opinion manipulating, for 

computer espionage and surveillance, for organizing targeted attacks on state systems, businesses, individuals, for 
monitoring by all interested persons and states which have special monitoring systems. There are given statistics on 
the goals and types of cyberattacks (for 2017). New information and communication technologies that contribute to 
the formation and development of electronic society lead to new risks and threats. The most destructive and difficult 
to identify are threats of using advanced technologies of Internet of things. There are statistical data of computer 
security testing of Internet of things devices that show their practical insecurity from cyberattacks. There are not only 
technical, organizational and legal, but also moral, ethical, sociological, psychological and environmental problems 
of information security ensuring. The problem of information security of the individual, connected with the human 
factor, requires the integration of specialists from various fields of knowledge. There are shown statistical data on the 
development of the information security market in the world. Were given examples of interstate interaction in the 
field of information security, necessary in connection with the global nature of cyberthreats. 

Keywords: electronic society, Internet of Things, threats of cyberspace. 
 
Introduction. Nowadays almost all countries are involved in the process of formation and develop-

ment of electronic society as a part of the global information society. The components of electronic 
society (ES) are information resources in electronic form, organizational structures, means of information 
interaction. These components ensure the viability of the ES and prior to the 1980s they determined the 
indicator of the development and maturity of the ES, but the most important thing was not taken into 
account - the level of use of these components. The current indicator of the development and maturity of 
ES is focused on the level of use of these components in various areas of society. In ES there can be 
distinguished different domains: e-polity, e-finance, e-economy, e-city, etc. But the development of 
electronic society is mainly determined by the development of four key domains: e-government, e-com-
merce, e-networking, e-working. Depending on the level of development of these domains, the stage of 
development of the country's ES is determined: the initial stage is a formative stage, the stage of 
development is the developmental stage and the mature stage [1]. 

Kazakhstan is at a formative stage, despite the fact that some of the reached indicators correspond to 
the developmental stage. In the International rating of 2016 of the e-government development Kazakhstan 
is on 33rd place from 193 with the EGDI (UN-E-Government Development Index) at 0.725, with a "high" 
level of development [2]. 

The development of information and communication technologies leads to the development of ES 
cyberspace. New technologies such as Virtualization, Cloud Computing, Internet of Things (IoT), 
Machine-to-Machine (M2M), Cyber-Physical Systems (CPS), etc. contribute to the development of ES, 
providing comfort and efficiency of its use. 

In article [3] there is presented the dynamics of changes of the basic bibliometric indicators (the 
number of articles and citations) on the promising directions of information and communication 
technologies is presented. Were used the data of the scientific publications databases EBSCO and 
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IoT-devices are an integral part of smart home. The smart home systems allow providing comfortable 
living conditions, while reducing the consumption of consumed resources (electricity, gas, water). These 
intelligent systems allow you to control various devices, monitor the operation of such subsystems as 
heating, lighting, security, ventilation, air conditioning, etc. Management is performed remotely using 
network technologies. In this case, control devices are IoT-devices, with a built-in chip, which allows you 
to control the device also from a mobile phone, using special software. This is an intelligent environment 
and pervasive computer systems. 

Threats carried out by IoT-devices can not be noticed by users for a long time and lead to dangerous 
situations. Recent computer tests of computer security of the smart home systems by different companies 
showed their practical insecurity from cyberattacks. In 2015 Hewlett Packard Enterprise (HP) published a 
report about the found 25 vulnerabilities tested by 10 home devices of the IoT class: Smart TV, webcams, 
smart thermostats, intelligent electrical outlets, locks, home alarms, garage opening devices, control hubs, 
smart scales, etc. Figure 3 shows the results of the researches [8]. 

 

 
 

Figure 3 – IoT-devices vulnerabilities 
 

It turned out that 70% of devices use unencrypted network services, 70% of mobile and cloud 
applications of IoT-devices are available to attackers for receiving accounts, 90% of devices allow 
receiving partial personal data of users, 80% of devices use passwords of insufficient complexity and 
length and etc. The HP Fortify methodology was used to test the Internet of things on demand, combining 
manual and automatic checks. Then there was the HP report on the study of the security parameters of the 
10 most popular security systems of the smart home. The company's specialists easily cracked all ten 
systems, using a number of vulnerabilities (weak password policy, no account lockout, easily selectable 
user names, incorrectly configured data transfer encryption, incorrect SSL/TLS encryption protocol 
implementation). 70% of the systems allowed unlimited transfer of account data through an unprotected 
cloud interface. Only in one system there was used two-factor authentication. The found vulnerabilities 
allowed to collect information about the home remotely, including information from video cameras. 

Synack Company tested 16 smart devices, which (except one - a smoke detector) were cracked in less 
than 20 minutes. 

Symantec Company has tested the security of fifty IoT devices for smart homes [9]. All of them were 
vulnerable. None of them used mutual authentication, complex passwords, it was not protected from 
bruteforce (password selection by search). Moreover, one-fifth of all devices did not encrypt data 
transmitting them to the cloud. 

At one of the world's largest mobile industry exhibitions Mobile World Congress 2017 in Barcelona 
there were demonstrated the results of experiments by Avast specialists, which showed that almost 5.3 
million IoT devices in Spain connected to the Internet can be hacked [10]. 
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The presence of vulnerabilities of IoT-devices is the mistake of both companies-developers, and those 
companies that are engaged in the introduction of "smart technologies". Due to technical difficulties, many 
companies-developers simply can not release devices with built-in protection functions, so cybercriminals 
are increasingly using IoT-devices. In addition, many users do not think about their security using IoT-
devices. 

Nowadays Industrial Internet of Things (IIoT) is actively developing. This is a multi-level system of 
production facilities with sensors, controllers and software for collecting and exchanging data, united by 
computer networks for remote monitoring and control in automated mode. IIoT opens new opportunities 
for increasing the efficiency of production processes at a qualitatively new level. This is an automated 
digital production - Smart Manufacturing. The problems of IIoT security have their own peculiarities. 

Trend Micro Company’s report indicates that from 83 000 industrial robots currently available from 
the Internet around the world 5 000 do not have authentication mechanisms. In the robots there were found 
65 vulnerabilities, which allow to bypass authentication mechanisms, to modify key settings and to change 
the operation mode of the device [11]. During the hacking of industrial routers, an access to those devices 
that are not connected to the Internet is also available. 

Using IIoT it is necessary to solve the problems of ensuring security in a comprehensive manner. In 
the development and implementation of complex IIoT infrastructure protection the participation of various 
specialists in thesphere of production, development and deployment of IIoT devices and infrastructure is 
required: IIoT manufacturers and integrators, IIoT solution developers, IIoT solution deployment 
specialists, IIoT solution operators. 

The threats brought by IoT devices are noticed by many specialists working in the field of 
information security (IS). IoT technology appears in the Disruptive Civil Technologies (2008) report of 
the US National Intelligence Council, as one of six potentially destructive technologies of the future [12]. 
There is also a forecast that by 2025 all the objects surrounding modern man can be equipped with IoT nodes. 

Analysts predict that one of the main trends of 2017 in cybersecurity will be increasing attacks on the 
IoT sector. Gartner Company in its review of key areas of information security for 2017 as one of the five 
main areas identifies the safety of IoT. By 2020, Gartner predicts, more than 25% of known attacks on 
enterprises will be conducted through IoT devices, but the IoT security budget will be only 10% of the 
total IS budget. There is also a forecast that until 2018 more than 50% of IoT device manufacturers will 
not be able to eliminate threats due to weak authentication methods [13]. 

The malicious and abusive use of IoT to carry out attacks, taking into account their wide distribution, 
can lead to global catastrophes. The director of the US National Security Agency said that a number of 
countries have sufficient capabilities for the implementation of cyber attacks that could cause the US 
electricity network components disconnection (using M2M). 

Nowadays there are created special worms and viruses which are introduced into IoT devices. These 
malicious programs allow to attack millions devices connected to the network. Using M2M they can 
propagate from device to device. The destructiveness of the potential lies in a wide range of targets for 
attacks: from smart watch to medical equipment, including pacemakers, cardio defibrillators, insulin 
pumps. In general, any devices connected to the Internet are vulnerable: televisions, kitchen appliances, 
cameras, computer systems of cars, various devices, production facilities, etc. For example, there are 
developed special programs for installation in vehicle control systems. They can be used to organize 
planned accidents and for killing people. The US CIA together with british secret service MI5/BTSS has 
developed an exploit for Samsung TVs (with microphones) called Weeping Angel. The program records 
conversations in the room and sends them through the Internet to a specific server, even when the TV 
looks turned off. In 2016 the botnet Mirai consisting of IoT-devices participated in the organization of 
DDoS-attacks, which by their power broke all records and led to the denial of service to the whole region. 
In open access to the ES there are the source codes of this botnet. They can be used by anyone for their 
criminal purposes. 

Measures to ensure the safety of the use of IoT-devices are implemented only on the state level. The 
European Commission plans to introduce mandatory certification of all devices related to IoT-devices. Not 
only the devices are needed to be controlled, but also the networks to which they are connected, as well as 
the used cloud storages. The basis of cloud storages is the technology of virtualization, which is 
characterized by new little-studied and little-researched risks and threats to information security [14]. 
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Ensuring with information security of ES. Existence in an electronic society, high risk of 
cyberattacks forces to give priority to information security issues. Using information and communication 
technologies the legal, organizational and technical problems of information security ensuring of society 
and the state come to the fore. 

First of all, it connects with the creation of a legal basis for ES. In different countries, this process is 
at different levels of development. In legislation of all countries, including in the legislation of developed 
countries, a large class of relations related to the turnover of information (and its use) still falls out from 
the scope of legal regulation. No country can approve the completion of the creation of a legal basis for 
ES, because the process of the electronic society development is a natural process of human development. 

The appearance of new cyberthreats, their diversity leads to the need to improve technical facilities, 
to the development of new methods and means of information protection, to new services of information 
security ensuring. 

To moral, ethical, sociological, psychological and environmental problems of information security 
ensuring in ES there are paid much less attention. But these problems are more complex, because they are 
related to the human factor. In modern cyberspace the problem of information security of a person is 
especially urgent. Widely used for illegal purposes social engineering, based on a set of approaches of the 
applied social sciences. According to statistics of 2016 27% of all cyber attacks used social engineering 
methods [15]. Social engineering is used in the implementation of mass attacks and at the initial stage of 
the targeted attack. This is a method for human actions control without the use of technical means, in order 
to perform the actions required by the attacker. 

It is possible to differentiate information-technical and information-ideological security of a person. 
Accessibility and activity of information resources of electronic society plays not only a positive role in 
the development of society. Factors such as direct access to the audience, the breadth of distribution, the 
lack of verification of the reliability of information, the anonymity of activities in cyberspace are used to 
devaluate and to replace common human values leading to the degradation of the individual and society as 
a whole. Leading experts of relevant fields of knowledge should participate in solving these problems. 

Electronic society with its risks and threats and the physical world are integrated into a single whole. 
Solutions to ensure information security are become vital. The information security market is constantly 
growing. According to IDC global revenue from IS-solutions will grow from $ 73.7 billion (2016) to $ 
101.6 billion (2020). The analysis was conducted on 8 regions, 53 countries and 20 industries. The 
cumulative annual growth rate (CAGR) in this segment of the market will be 8.3%, which exceeds twice 
the similar equivalent for the total amount of budgets for information and communication technologies in 
the next five years [16]. 

Especially high growth rate of the IS market is observed in the countries where ES development 
started later and goes according to an accelerated schedule. For example, according to IDC forecasts from 
2017 the Russian market for information security services will grow by an average of 27.4% over the next 
five years. The research of cyberthreats is an important component of information security. The service 
market for cyberthreats research is steadily growing. In 2016 the volume of the Russian service market for 
the cyberthreats research amounted 14.17 million US dollars, which is 23.1% more than in 2015 (report of 
IDC Russia Threat Intelligence Security Services 2016 Market Analysis and 2017-2021 Forecast) [17 ]. 

There are no state borders in ES. On issues of timely response to information security incidents aimed 
at the information infrastructure of states, more than 90 countries of the world interact through the CERT 
system of coordinates. In Kazakhstan since 2011 there is a service for responding to computer incidents - 
KZ-СЕRТ. In 2012 KZ-CERT joined the international organization FIRST (Forum of Incident Response 
and Security Teams), which unites the services of CERT around the world. KZ-CERT joined to the 
Trusted Introducer for Security and Incident Response Teams (TI), and is a member of the APWG 
antiphishing working group, a member of the CSIRT Assistance Program for security and incident 
response. In 2016 KZ-CERT joined the alliance of the Services for Responding to Computer Incidents of 
the Countries Participating in the Organization of Islamic Cooperation "(OIC-CERT). 

The issue of harmonizing and adopting standards, laws and other documents in the field of protection 
against cybercrime, common to the entire international community is topical. 

The family of International Standards for Information Security Management Systems 2700X (used a 
sequential numbering scheme starting from 27 000) includes the International Standards defining 
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requirements for information security control systems, risk management, metrics and measurements, as 
well as an implementation guide. The standards are developed by the ISO/IEC Joint Technical Committee 
1 (Subcommittee 27) which is a division of the International Organization for Standardization (ISO) and 
of the International Electrotechnical Commission (IEC) - ISO/IEC JTC 1/SC 27. ISO/IEC JTC 1/SC 27 
was created In 1989. The sphere of its activity is the development of standards for the protection of 
information and ICT. This includes generic methods, techniques and guidelines for both security and 
privacy aspects [18]. Nowadays 55 countries are full members of ISO/IEC JTC 1/SC 27 (including 
Kazakhstan), 22 countries have observer status. 27 Subcommittee developed and published 164 standards, 
there are 72 standards for information security in the development. Accepted national standards in the 
field of information security are harmonized with international standards. 

The governments of the states where ES is actively developing accept the agreements on cooperation 
in the field of international information security ensuring. There is an agreement between the governments 
– members of the Shanghai Cooperation Organization (on June 2, 2011 it came into force) [19]. The 
agreement covers the whole spectrum of problems of international information security - from cybercrime 
and cyberterrorism counteraction to disarmament issues. 

In 2013 between the countries-members of OSCE there were accepted Confidence Building Measures 
in the field of cybersecurity. The countries of the European Union adopted in 2016 common documents in 
the field of cybersecurity of data protection: Network and Information Security (NIS) Directive) and the 
General Data Protection Regulation (GDPR) of the European Union. The directive is mandatory for all EU 
members, it represents the first EU legislation on cybersecurity. It aims to improve the overall security of 
networks and information systems within the EU on the basis of: improving cybersecurity at the national 
level; strengthening cooperation in the EU; risk management and reporting obligations in case of incidents 
for providers and digital service operators. The regulation is aimed at strengthening measures to protect 
personal data. It is mandatory for all EU countries, as well as companies offering goods and services for 
the EU, monitoring the citizens of the EU. 

Conclusion. Potential catastrophic consequences of crimes in ES cyberspace can be compared with 
the consequences of the nuclear weapon. Ubiquitous transformation into Internet nodes of common things 
can damage national information security, it has a potential danger to the lives of people and to organi-
zations. 

The development and acceptance of state cyber security doctrines is topical. In Kazakhstan, although 
with a delay, the work is also under development and adoption Cybersecurity Concept (Cyber shield of 
Kazakhstan) [20]. The level of information security in Kazakhstan today does not meet the needs of 
society and the state. The creation of a cybershield is a complex, resource-consuming, multifaceted, but 
vitally necessary state matter. Only the joint efforts of the state, business and ordinary users the collapse 
can be avoided. 

Due to the absence of ES boundaries to ensure information security, it is necessary to unite all its 
members and all states to cybercrime counteract. The accelerated dynamism of the ES development and of 
the new information and communication technologies, the global nature of cyberthreats require the same 
dynamic and global interstate interaction. For consideration to the UN General Assembly Russia is 
preparing to make a resolution on information security. There should be both national and international 
monitoring of the state of the problem of information security. The issue is very complex, because the 
military, economic, social and diplomatic interests of various states are closely intertwined in cyberspace. 

The famous American sociologist, publicist-futurist E.Toffler in his book "The Third Wave" almost 
40 years ago warned that in the society of the third wave of civilization there is a potential danger of 
control not of technology by people but of people by technologies [21]. These warnings of the former 
honored associate professor of the University of National Defense in Washington are relevant and deserve 
attention not only to IS specialists, but to the entire international community. 
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ЭЛЕКТРОНДЫҚ ҚОҒАМНЫҢ АҚПАРАТТЫҚ ҚАУІПСІЗДІГІ  
ЖƏНЕ ИНТЕРНЕТ ЗАТТАРДЫҢ 

 

Аннотация. Кез келген мемлекеттің электронды қоғамның киберкеңістігі арнайы мониторингті жүйесі 
бар барлық тұлғалар мен мемлекеттердің мониторингіне қолжетімді. Ол қоғамдық ойды манипуляциялау 
үшін, компьютерлік тыңшылық жəне аңду үшін, мемлекеттік жүйелерге, бизнес, жеке тұрғындарға мақсатты 
шабуылдарды ұйымдастыру үшін құқыққа қарсы мақсаттарда белсенді қолданылады. Кибер шабуылдар 
мақсаттары мен түрлері бойынша сараптама келтіріледі (2017 жыл бойынша). Электронды қоғамның 
қалыптасуына жəне дамуына үлес қосатын жаңа ақпараттық-коммуникациялық технологиялар жаңа тəукел-
дер мен қауіптерге акеледі. Ең жойқын жəне қиын анықталатын қауіптер Интернет заттардың келешек техно-
логияларын пайдалануы болып табылады. Интернет заттар құрылғыларының компьютерлік қауіпсіздіктің 
тестілеуінің статикалық деректері келтіріледі, алайда олар кибер шабуылдардан олардың тəжірибиелік 
осалдығын қөрсетеді. Ақпараттық қауіпсіздікті қамтамасыз ету техникалық, ұйымдастырушылық жəне 
құқықтық проблемаларының шешімінғана талап етпейді, сонымен қатар моральді-этикалық, социологиялық, 
психологиядық жəне экологиялық. Адами фактормен байланысты тұлғаның ақпараттық қауіпсіздік проб-
лемасы, білімнің түрлі салаларында мамандар интеграциясын талап етеді. Ақпараттық қаупсіздік нарығының 
дамуы бойынша статикалық деректер дүние жүзі бойынша келтіріледі. Кибер қатерлердің жаһандық сипат-
тылығына байланысты талап етілетін ақпараттық қауіпсіздік саласындағы мемлекетаралық ынтымақтастық-
тың мысалдары келтірілген. 

Түйін сөздер: электронды қоғам, интернет заттардың, киберкеңістіктің қауіптері. 
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ИНФОРМАЦИОННАЯ БЕЗОПАСНОСТЬ ЭЛЕКТРОННОГО ОБЩЕСТВА  
И ИНТЕРНЕТ ВЕЩЕЙ 

 
Аннотация. Киберпространство электронного общества любого государства доступно для манипули-

рования общественным мнением, для компьютерного шпионажа и слежки, для организации целевых атак на 
государственные системы, бизнес, отдельных граждан, для мониторинга всеми заинтересованными лицами и 
государствами, имеющими специальные мониторинговые системы. Приводится статистика по целям и типам 
кибератак (по 2017 году). Новые информационно-коммуникационные технологии, способствующие форми-
рованию и развитию электронного общества, несут новые риски и угрозы. Самыми разрушительными и 
трудно выявляемыми являются угрозы использования перспективной технологии интернет вещей. Приво-
дятся статистические данные тестирования компьютерной безопасности устройств интернет вещей, которые 
показывают их практическую незащищенность от кибератак. Существуют не только технические, организа-
ционные и правовые, но и морально-этические, социологические, психологические и экологические проб-
лемы обеспечения информационной безопасности. Проблема информационной безопасности личности, свя-
занная с человеческим фактором, требует интеграции специалистов различных областей знаний. Приводятся 
статистические данные по развитию рынка информационной безопасности в мире. Приводятся примеры 
межгосударственного взаимодействия в сфере информационной безопасности, необходимого в связи с гло-
бальным характером киберугроз. 

Ключевые слова: электронное общество, интернет вещей, угрозы киберпространства.  
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