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NAS RK is pleased to announce that News of NAS RK. Series of geology and technical 

sciences scientific journal has been accepted for indexing in the Emerging Sources Citation 
Index, a new edition of Web of Science. Content in this index is under consideration by Clarivate 
Analytics to be accepted in the Science Citation Index Expanded, the Social Sciences Citation 
Index, and the Arts & Humanities Citation Index. The quality and depth of content Web of 
Science offers to researchers, authors, publishers, and institutions sets it apart from other 
research databases. The inclusion of News of NAS RK. Series of geology and technical 
sciences in the Emerging Sources Citation Index demonstrates our dedication to providing the 
most relevant and influential content of geology and engineering sciences to our community. 

 
 
Қазақстан Республикасы Ұлттық ғылым академиясы "ҚР ҰҒА Хабарлары. Геология жəне 

техникалық ғылымдар сериясы" ғылыми журналының Web of Science-тің жаңаланған нұсқасы 
Emerging Sources Citation Index-те индекстелуге қабылданғанын хабарлайды. Бұл индекстелу 
барысында Clarivate Analytics компаниясы журналды одан əрі the Science Citation Index Expanded, 
the Social Sciences Citation Index жəне the Arts & Humanities Citation Index-ке қабылдау мəселесін 
қарастыруда. Webof Science зерттеушілер, авторлар, баспашылар мен мекемелерге контент 
тереңдігі мен сапасын ұсынады. ҚР ҰҒА Хабарлары. Геология жəне техникалық ғылымдар 
сериясы Emerging Sources Citation Index-ке енуі біздің қоғамдастық үшін ең өзекті жəне беделді 
геология жəне техникалық ғылымдар бойынша контентке адалдығымызды білдіреді.  

 
 
НАН РК сообщает, что научный журнал «Известия НАН РК. Серия геологии и технических 

наук» был принят для индексирования в Emerging Sources Citation Index, обновленной версии Web 
of Science. Содержание в этом индексировании находится в стадии рассмотрения компанией 
Clarivate Analytics для дальнейшего принятия журнала в the Science Citation Index Expanded, the 
Social Sciences Citation Index и the Arts & Humanities Citation Index. Web of Science предлагает 
качество и глубину контента для исследователей, авторов, издателей и учреждений. 
Включение Известия НАН РК. Серия геологии и технических наук в Emerging Sources Citation 
Index демонстрирует нашу приверженность к наиболее актуальному и влиятельному контенту 
по геологии и техническим наукам для нашего сообщества. 
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MATRIX MULTIPLIER OF POLYNOMIALS MODULO  
ANALYSIS STARTING WITH THE LOWER  

ORDER DIGITS OF THE MULTIPLIER 
 

Abstract. The advantage of an unconventional data encryption system using non-positional polynomial number 
systems (NPNS), known as polynomial residue number system, is considered. When hardware and software-hard-
ware implementations of cryptosystems based on the NPNS, circuit solutions are needed multipliers of polynomials 
modulo an irreducible polynomial. In this paper, we present the design of matrix multiplier of polynomials modulo 
irreducible polynomial. The correct operation of the proposed multiplier is verified by implementing it on the FPGA 
of the company Xilinx of model Artix 7. In conclusion, a comparative analysis of the matrix multipliers considered is 
given in terms of time parameters and hardware costs for their implementation.  

Keywords: non-positional polynomial number system, partial residual formers, modulo two. 
 
Introduction. The development of information and communication systems increases the need to 

ensure data protection. At the same time, due to the specifics of the application, restrictions on physical 
size and power consumption, individual devices have small computational resources [1]. For devices with 
limited resources, standard cryptographic algorithms may be too complex, too slow, or too energy 
intensive. The issues of creating and applying methods to improve the efficiency of cryptosystems with 
hardware implementation remain relevant [2, 3]. 

Searching for ways to improve the efficiency of software and hardware calculations, methods for 
detecting and correcting errors and creating highly reliable computer systems, research is being carried out 
in the field of non-positional notation systems, such as the residual number system (RNS). In the classical 
positional number system, the value of each digit in the designation of a number depends on its position. 
In non-positional numeration systems, a large-digit integer in positional notation is represented as a 
sequence of several positional numbers of small bitness. These numbers are the residues of dividing the 
original number by moduli of RNS. 

The basis for creating the proposed models of cryptosystems [4-9] are non-traditional encryption 
systems and digital signatures. These systems are developed on the basis of an algebraic approach using 
non-positional polynomial number systems (NPNS), known as polynomial RNS. 

Improving the efficiency of the hardware implementation of these systems is provided by the rules of 
the NPNS, in which all arithmetic operations can be performed in parallel using the base modules of the 
NPNS. The features of the NPNS give significant advantages over the positional number system when 
performing modular operations of addition, subtraction and multiplication. This is especially true if large-
digit numbers act as operands [10]. 
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In non-positional cryptosystems, the cryptographic strength of the encryption algorithms and digital 
signature generation, which is characterized by a complete secret key, is used as a criterion for crypto-
graphic strength. This key depends not only on its length, but also on the selected system of the polyno-
mial bases of the NPNS, as well as on the number of all possible permutations of the bases in the system. 

With increasing order of irreducible polynomials with binary coefficients, their number is rapidly 
growing. In this regard, a wide choice of polynomial bases is possible. 

In [4], arithmetic of non-positional number systems with polynomial bases and its applications to 
problems of increasing reliability were developed. It is shown that the algebra of polynomials over a field 
modulo an irreducible polynomial over this field is a field and the representation of a polynomial in non-
positional form is the only one (an analogue of the Chinese remainder theorem for polynomials). The rules 
for performing arithmetic operations in the NPNS and restoring a polynomial from its residues are also 
defined. 

The implementation of cryptosystems based on the NPNS can be implemented in software, hardware 
or software-hardware methods. The main advantage of the software implementation is their flexibility, 
which makes it possible to quickly rebuild cryptoalgorithms, the main disadvantage is a significantly 
lower speed compared to the hardware implementation. Software and hardware implementation of 
cryptosystems combines the advantages of software and hardware implementation. With hardware and 
software-hardware implementations of cryptosystems based on the NPNS, the central unit is the multi-
pliers of polynomials modulo an irreducible polynomial, where repeated routine calculations are 
performed on encryption and decryption of data. Therefore, the development of devices for multiplying 
polynomials modulo an irreducible polynomial is relevant. In such multipliers, the multiplier is full A(x), 
having degree m, the binary image of which is part of the plaintext, the multiplier is polynomial B(x), 
having degree m, which is the key for encrypting the polynomial A(X). The module is an irreducible 
polynomial P(x), which is randomly selected from the set of irreducible polynomials with degree m. After 
multiplying modulo polynomials, we obtain the polynomial R(x) which is part of the ciphertext. 

When decrypted, the polynomial of the ciphertext R(x) acts as a multiplicand, and the multiplier is 
the reverse key B-1(x). After multiplying R(x) by B-1(x) modulo P(x), we get a part of the plaintext - the 
polynomial A(x). 

There are two ways to multiply polynomials modulo an irreducible polynomial. In the first method of 
multiplying polynomials, multiplication begins with an analysis of the higher order of the multiplier. At 
the same time, in each multiplication step, the next partial remainder is shifted one digit to the left. And in 
the second method, multiplication begins with an analysis of the lower order of the multiplier with a shift 
of the next partial remainder by one digit towards the older one. 

The matrix multiplier of polynomials modulo an irreducible polynomial, where multiplication begins 
with an analysis of the higher order of the multiplier was considered in [11]. 

The matrix multiplier scheme of polynomials modulo an irreducible polynomial, where multi-
plication begins with an analysis of the lower order bits of the multiplier. In the matrix multiplier of 
polynomials modulo is performed in N-1 stages according to the number of digits of the multiplier. Each 
stage consists of three sub-steps. In the first sub-step, the partial remainder ri is calculated by modifying 
twice the previous partial residual 2ri modulo, i.e. ri=2ri-1modP. In the second sub-step, the partial residues 
ri logical are multiplied by the corresponding bits of the bi of the multiplier, starting with the lower order 
digit. In the third sub-step, an intermediate residue Ri is formed by modifying the sum (ri*bi)+Ri-1 modulo.  

Figure 1 shows a block diagram of the matrix multiplier of polynomials modulo an irreducible poly-
nomial, where multiplication begins with the analysis of the lower digits of the polynomial multiplier with 
a shift of partial residues by one bit in the direction of the higher digit. The multiplier consists of four 
blocks: 1 - the block is a block of registers, which includes the register of the module P(x) and the register 
of the multiplier B(x), the block of the PRS2 (PRS1 ÷ PRSN-1) , block of circuits AND 3 (AND1 ÷ ANDN-1), 
block of adders modulo two (МA21 ÷ МA2N-1), delay lines 5.  

Consider the operation of the device. The signal "START", which is fed into the circuit through input 
6 to the register Pr P(x) from input 7, the binary coefficients of the polynomial P(x) are received – the 
module, and to the register Pr B(x) from input 9, the binary coefficients of the polynomial B(x) is a 
multiplier. Binary coefficients of the irreducible polynomial P(x) - module from the outputs of the register 
P(x) are fed to the first inputs of the formers PRS1 ÷ PRSN-1.  The  multiplicand  A(x)  (input 8) with a shift 
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Figure 1 – Block diagram of the matrix multiplier of polynomials modulo an irreducible polynomial,  
where multiplication begins with the analysis of the lower order of the polynomial – multiplier 

 
by one bit in the direction of the higher discharge, i.e. 2*А(х) = 2*rо is fed to the second inputs PRS1 and 
without shift is transmitted to the information inputs of the AND0 circuit, the value of the bо bit is fed to its 
control input from the output of the B(x) register. At the outputs of PRS1, a partial residual r1 = 2 * rо mod P(x) 
is formed, which is fed with a shift by one bit to the second input of the PRS2 and without a shift is 
transmitted to the information inputs of the AND1 circuit, to the control input of which the bit b1 value is 
fed from Pr B(x). When b1 = 1, the value of r1 from the output of AND1 is transmitted to the first inputs of 
the adder modulo two MA21, and the second information inputs of which are fed the value ݎ ൌ ܴ ൌ  ሻݔሺܣ
and the intermediate balance is formed at the output of the MA21 by calculating ܴଵ ൌ  , which isݎ⨁ଵݎ
transmitted to the second inputs of the MA22. The PRS2 having received the value 2*ݎଵ from the output of 
the PRS1 at its output forms a partial residual ݎଶ, which with a shift of one digit to the left is transmitted to 
the input of the PRS3 and without a shift to the information inputs of the AND2 circuit. To the control 
input of which is fed bit ܾଶ from the register B(x). When ܾଶ ൌ 1, the value of ݎଶ is transmitted to the infor-
mation inputs of the MA22, the other information input is supplied with the value ܴଵ from the outputs of 
the MA21 and forms the intermediate remainder ܴଶ, which is transmitted to the information inputs of the 
MA23. 

Further, partial residues ݎଷ, ,ସݎ … , ,ேିଵ and intermediate residues ܴଷݎ ܴସ, … , ܴேିଵ are formed in the 
same way. After the formation of the intermediate residue ܴேିଵ, the information output MA2ேିଵ forms 
the result, which by the signal 10 (“end of operation”) outputs it through the output of the device 11. 

Figure 2 shows the block diagram of the ܴܲ ܵ, which consists of a modulo-two adder and an MS 
multiplexer. The multiplexer, in turn, consists of ANDଵ, ANDଶ schemes and OR scheme. The first partial 
adder ݎିଵ	is fed to the first inputs of the adder with a shift by one bit in the direction of the higher digit, 
which is equivalent to multiplying ݎିଵ by two. In addition, the value of 2 ∗ -ିଵ is also fed to the inforݎ
mation inputs of the AND1 circuits. The information inputs of the И2 scheme are fed with the result of the 
addition of 2 ∗ ିଵ⨁Рሺхሻ. Switching of values 2ݎ ∗  ିଵ from input AND1 or AND2 depends on the valuesݎ
of the most significant digit (Sт) of the value of doubled partial residue 2 ∗  ିଵ. At Sт=1, the output of theݎ
MS  circuit  through the AND2 and OR circuits is the result of the sum modulo two result (2 ∗   ,ିଵ⨁Рሺхሻሻݎ
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Figure 2 –  
The structure of the partial residual shaper 

 

and at Sт=0, this signal passing through the inverter is NOT fed to input circuit AND1, allowing the 
passage of the values 2 ∗ ିଵ to the output MS. Thus, for values of 2ݎ ∗ ିଵݎ ൏ Рሺхሻ (while Sт=0), the 
output of the PRS circuit produces the value ݎ ൌ 2 ∗ ିଵ, and for values of 2ݎ ∗ ିଵݎ  Рሺхሻ (at that Sт=1) 
at the output ܴܲܵேିଵ the value ݎ ൌ 2 ∗  .ିଵ⨁Рሺхሻ is shapedݎ

The MA2i is an modulo-two n-bit adder, where the operation ܴ ൌ ݎ  ܴିଵ is performed.  
Consider the work of the multiplier on a specific example. 
Let ܲሺݔሻ ൌ ହݔ  ଷݔ  1, the binary image of P(x): 101001; 
ሻݔሺܣ ൌ ସݔ  ݔ  1, binary image A(x): 10011; 
ሻݔሺܤ ൌ ସݔ  ଶݔ  ݔ  1, binary image B(x): 10111. 
The order of calculation of ܴ ൌ ሾܣሺݔሻ ∗  .ሻ is given in tableݔሺܲ	݀ሻሿ݉ݔሺܤ
To implement the above example on programmable logic integrated circuits (FPGA), consider the 

logical chain of operations performed. The binary image values of the polynomials A(x) and B(x) are fed 
to the input of the programmable logic integrated circuit. At the output of MA2n-1, the result of the 
multiplication R=[A(x)*B(x)]mod(P(x)) is formed. The current values of R1 , R2 … Rn-2 is formed at the 
outputs of the corresponding adder circuits modulo MA21 , MA22 … MA2n-2. The first step is set 
separately, according to the description of the zero stage from Table 1, where r0 takes the values of the 
input signal A, also in the MA2i block, the first value R0 is equal to r0. From the next step, system 
operations are performed according to the above description, using the modulo multiplier operator. To 
check the correctness of the proposed algorithm on the integrated circuit, a time diagram was built on the 
FPGA of the Artix 7 model shown in Figure 3. On the time diagram (аigure 3), one can observe the results 
of the calculation on each clock signal whose numerical values correspond to the values shown in Table 1. 
The program is written in the Verilog language, consisting of a procedural block, a register (data type) of 
calculation parameters, a ternary operator, a shift operator, and a continuous assignment operator [12-14]. 

The number of used FPGA resources of the Artix 7 model does not exceed 1%: the number of 
registers is 44 out of 126,800, the number of logical cells is 82 out of 63 400. The results obtained confirm 
the correctness of the proposed algorithm and the proposed theory on the FPGA. 

In conclusion, a comparative analysis of the algorithm with a matrix multiplier with the results of 
[11] was carried out. The comparison is carried out according to the time of multiplication – Тmult and the 
hardware cost Qmult required to build them. 

From figure 1, it is easy to determine the components of the circuit from the total delays at which the 
multiplication time can be determined: PRS1 χ PRSN-1 – AND ANDN-1 – MAN-1. Then the multiplication 
time can be determined by the following relationship: 

Т௨௧
ௌெ =N-1(ƮPRS)+ƮAND+ƮMA2                                                        (1) 

where ƮPRS is the amount of delay on one partial residual shaper; ƮMA2 – delay time on the adder modulo 
two; ƮAND is the delay time in the circuit ANDN-1. 
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From the matrix multiplier scheme of polynomials modulo an irreducible polynomial, where multi-
plication begins with an analysis of the most significant bits [10], it is possible to determine the route of 
the input signal, which determines the maximum delay, i.e. multiplication time of polynomials, where 
multiplication begins with the analysis of the most significant digit: AND0 – MA21 – PRS1 – MA22 –                
– PRS2 χ MA2N-2 – PRSN-2 – MA2N-1 – PRSN-1 

then: 

Т௨௧
ீ = ƮAND + N-1(ƮMA2 + ƮPRS)                                                         (3) 

The magnitude of the hardware costs can be determined from the following relationship: 

ܳ௨௧
ீ = NQAND + N-1(QMA2 + QPRS)                                                     (4) 

From relations (2) and (4) it can be seen that the considered matrix multipliers are equal in hardware 
costs, i.e. ܳ௨௧

ௌெ ൌ ܳ௨௧
ீ  and they differ in speed. 

Let us consider in more detail the components of formulas (1) and (2). From figure 2 that  

ƮPRS= ƮMA2+ ƮMS; in turn, ƮMA2=3 ƮLЗ and ƮMS=2ƮL.З; 

where, ƮL.З - the delay time on the logical elements AND-NOT, OR-NOT 

Then Т௨௧
ௌெ =N-1 (3ƮLE + 2 ƮLE)+ ƮLE+3ƮLE= N-1(5ƮLE)+ 4ƮLE=N5ƮLE – 5ƮLE+4ƮLE 

Т௨௧
ௌெ ≈ N5ƮLE.                                                                     (5) 

Т௨௧
ீ = N-1(8ƮLE)+ ƮLE ≈ N7ƮLE.                                                       (6) 

From the relation (5) and (6) it is seen that with the same hardware costs of the matrix multiplier 
polynomials modulo an irreducible polynomial, where multiplication begins with the lower order of the 
multiplier has a significant advantage in speed. 
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КӨБЕЙТКІШТІҢ КІШІ РАЗРЯДЫНАН БАСТАП ТАЛДАЙТЫН МОДУЛІ БОЙЫНША 

ПОЛИНОМДАРДЫҢ МАТРИЦАЛЫҚ КӨБЕЙТКІШІ 
  

Аннотация. Қалдықты кластың полиномдық жүйесі ретінде белгілі, есептеудің бейпозициялық поли-
номдық жүйесін (ЕБПЖ) пайдалану арқылы мəліметтерді шифрлаудың дəстүрлі емес жүйесінің артықшы-
лықтары қарастырылды. ЕБПЖ негізінде криптожүйенің аппараттық жəне бағдарламалық-аппараттық іске 
асырылуы кезінде келтірілмейтін полиномның модулі бойынша полиномдардың көбейткіштерінің сұлбалық 
шешімі қажет. Осы жұмыста мəліметтерді шифрлап жəне шифрын ашып оқуға мүмкіндік беретін, модулі 
бойынша полиномдар көбейткішінің матрицалық сұлбасы келтірілген. Ұсынылған көбейткіштің жұмыс іс-
теуінің дұрыстығы Xilinx фирмасының Artix 7 моделі негізіндегі бағдарламаланатын логикалық интегралдық 
сұлбасында (БЛИС) жүзеге асыру арқылы тексерілді. Қорытындысында қарастырылған матрицалық көбейт-
кіштердің жүзеге асырылуы үшін қажетті аппараттық шығыны жəне уақыттық параметрлеріне байланысты 
салыстырмалы талдау келтірілген. 

Түйін сөздер: есептеудің бейпозициялық полиномдық жүйесі, жартылай қалдықтарды қалыптастыр-
ғыштар, модулі екі бойынша сумматор. 
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МАТРИЧНЫЙ УМНОЖИТЕЛЬ ПОЛИНОМОВ ПО МОДУЛЮ С АНАЛИЗОМ  
НАЧИНАЯ С МЛАДШИХ РАЗРЯДОВ МНОЖИТЕЛЯ  

 

Аннотация. Рассматривается преимущество нетрадиционной системы шифрования данных с ис-
пользованием непозиционных полиномиальных систем счисления (НПСС), известный как полиномиальные 
системы остаточных классов. При аппаратной и программно-аппаратной реализаций криптосистем на базе 
НПСС необходимы схемные решения умножители полиномов по модулю неприводимого полинома. В 
данной работе приводиться матричная схема умножителя полиномов по модулю, которая позволяет шиф-
ровать и расшифровать данных. Правильность функционирование предложенного умножителя проверено 
путем реализации его на ПЛИС фирмы Xilinx модели Artix 7. В заключении дается сравнительный анализ 
рассмотренных матричных умножителей с точки зрения временных параметров и аппаратных затрат для их 
реализации.  

Ключевые слова: непозиционная полиномиальная система счисления, формирователи частичных 
остатков, сумматор по модулю два.  
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